IHamsaTka
AJ1s1 o0yqaromuxcst 00 HHPOPMaLMOHHOH 0€30IaCHOCTH AeTel

HEJIb31

1.Bcem moapsin cooOmaTh CBOIO YacTHYIO WHGpopManuio (Hacrosmue ums, (pamuimio, TenedoH,
aJipec, HOMeEp IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIpy3ei);

2. OTKpBIBaTh BIIOKEHHBIE (PAWIIBI STIEKTPOHHO MOYTHI, KOTAa HE 3HACIIH OTIIPABUTEII,

3. I'pyOuTh, mpuaupaThCs, OKa3bIBaTh NABICHNE — BECTH CE0sl HEBEKIIMBO M arPECCHUBHO;

4. He pacnopspkaiics JeHbraMu TBOEW ceMbU 0O€3 paspellieHus CTaplIMX - BCErJa cClpalinBai

poauTeneu;

5. He Bctpeuaiics ¢ VHTepHET-3HAKOMBIMU B pEAJIbHON JKM3HHM - IIOCOBETYMCSI CO B3pOCIbIM,
KOTOpOMY JI0BEpsiEIb.

OCTOPOXHO

1.He Bce mumyr npasay. Yuraeus o cebe HempaBay B MHTepHeTe — cooOmu 00 3TOM CBOUM

POUTENSIM UITU OTIEKYHAM;

2. [IpurnamaroT nmepenucrBaThCs, UTPaTh, 0OMEHHUBATHLCS - IPOBEPb, HET JIM TIOIBOXA;

3. HezakonHoe xommpoBanue (aitioB B IHTEpHETE - BOPOBCTBO;

4. Beerna paccka3biBaid B3pOCIIBIM O MpoOJieMax B CETH - OHHM BCET/1a TOMOTYT;

5. Ucnonp3yit HacTpoilku O€30MacHOCTH W IMPUBATHOCTH, YTOObI HE MOTEPSTh CBOM AaKKAyHTHI B

COIICETSAX U IPYTUX MOopTaax.

MO’KHO

1. YBaxait ipyrux nosb3oBarenei;

2. IMonp3yenbest IHTEpHET-HCTOYHUKOM - JIeNail CChUTKY Ha HETO;

3. OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maThCcsl 3a TOMOIIBIO B3POCIBIM - POJWUTENM, ONEKYHbl M aJMUHHCTpAIUsl CAalTOB Bcerna
MIOMOTYT;

5. IIpoiinu oOydenne Ha caiite «CeTeBUYOK» U MOIYYH MacopT HU(PPOBOTO rpak1aHuHA!

NudopmanuoHHasi naMATKA ISl 00y4aK0IIHXCA
IJIA pa3MelleHus Ha opuumnaabHbix MHTEpHET-pecypcax

C KaXIbIM TOJIOM MOJIOACKHW B HHTEPHETE CTAHOBHUTHCS OOJIbINE, a HIKOJIBHUKH OJHU U3 CaMbIX
AKTUBHBIX MOJb30BaTened PyHera. Mexay TeM, MOMHMO OTPOMHOIO KOJHUYECTBAa BO3MOKHOCTEM,
MHTEPHET HeCeT U MpoOieMbl. DTa namsTKa JOLKHA TOMOYb TeOe 0e30MacHO HaXOJUThCS B CETH.

KomnbrorepHbie BUPYCHI
KoMmbroTepHblli  BHUpPYC - 3TO PAa3sHOBHIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBJIAETCS CIOCOOHOCTh K Pa3MHOXEHUIO. B JI0MoJIHEHHE K 3TOMY, BUPYCHI
MOTYT TIOBpPEIUTh WM MOJHOCTbIO YHMYTOXHUTb Bc€ (alabl M JaHHbIE, MOAKOHTPOJIbHBIE
10JIb30BATENI0, OT MMEHHU KOTOPOTro Oblja 3alylieHa 3apaxEHHast IporpaMma, a TaKkkKe HOBPEANUTh WU
Jla’Ke€ YHUYTOXHTh ONEpalMOHHYI0 CUCTEMY CO BceMM (aiinamu B 1esioM. B GonbIIMHCTBE cilydaeB
PacpOCTPaHSAIOTCS BUPYChI UEPE3 UHTEPHET.
MeTo bl 3aIUTEl OT BPEJOHOCHBIX IPOTPaMM:
1. Mcnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CUCTEMbI, UMEIOLIME CEPbE3HBIA YPOBEHb 3aILUTBI OT
BPEAOHOCHBIX IIPOIPAMM,;
2. IlocrosHHO ycraHaBiaMBal mayTh  (UMQPOBBIE  3aIUIaTKH, KOTOpbIE  AaBTOMATHYECKU
YCTaHaBJIMBAIOTCS C LEJIbI0 JOPAaOTKM MpOrpaMMmbl) M Jpyrue OOHOBJIEHMs CBOEH OIepaliMoHHOMN
cucreMbl. CkauMBail MX TOJIBKO ¢ o(uIMaIbHOrO caiita padpadorunka OC. Ecnu cyiiecTByeT pexum
aBTOMATHUYECKOTO OOHOBJIEHHSI, BKIIIOUH €r0;
3. PabGoTaii Ha cBOeM KOMIIBIOTEpE MOJ MpaBaMM IMOJb30BaTeNs, a HE aJAMHUHUCTpaTOpa. DTO He
MO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX IPOrpaMM HHCTAJUIMPOBATbCS HAa TBOEM IE€PCOHAIBLHOM
KOMIIBIOTEPE;
4. Hcnonp3yll aHTUBUPYCHBIE TNPOTpaMMHBIE MNPOAYKTHI M3BECTHBIX IPOU3BOAUTENEH, C
aBTOMATHYECKUM OOHOBIIEHHEM 0a3;



5. Orpanunub GU3NYECKUH TOCTYI K KOMIIBIOTEPY AJIS IOCTOPOHHUX JIUII;

6. Mcnonp3yil BHEIIHUE HOCUTENHM MHPOPMALIUHU, TaKue Kak (uIeliKa, JUCK WU (aill U3 UHTEpHETa,
TOJIBKO U3 MPO(GEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (hailsibl, MOTyICHHbIE U3 HEHAAEKHBIX UICTOYHUKOB. Jlaxe Te (aiiisbl,
KOTOpBIE ITPHUCIIai TBOM 3HAKOMBIN. JIydllle yTOUHHU y HETO, OTIIPaBIISI JIU OH TEOE UX.

Cerun WI-FI
Wi-Fi - 510 He Buj nepeayuu JaHHBIX, HE TEXHOJOTHsI, a BCEro JIUIIb Opena, Mapka. Emte B 1991 roay
HUJepiaHjackas KommaHus 3apeructpupoBaia Open «WECA», uTto 0003Hauyano ClI0OBOCOYETaHUE
«Wireless Fidelity», koTopblil mepeBoauTCst Kak «OeCIpOBOIHAS TOYHOCTDY.
Jlo Hailero BpeMeHH Jolluia jApyras abOpeBuaTypa, KOTopas SIBJISETCS TaKOW K€ TEXHOJOrHe. 1o
abOpesuatypa «Wi-Fi». Takoe Ha3BaHue OBLJIO JaHO C HaMEKOM Ha CTAaHIAPT BBICIIMHA 3BYKOBOM
texuuku Hi-Fi, 4o B mepeBojie 03HauaeT «BHICOKA TOUHOCTHY.
Jla, GecriaTHBIN HHTEPHET-IOCTYI B Kade, OTENSIX U adpOnopTax SBISIETCS OTIMYHONW BO3MOKHOCTBIO
BBIX0JIa B MHTEpHET. HO MHOTHE 3KCIepThl CYMTaIOT, uyTo obmmenoctynHsle Wi-Fi cetn He sSBISIOTCS
0e30TmacHBIMH.
CoBeTsl 110 O€30MacHOCTH padoTe B 00MIeA0CTYHBIX ceTsax Wi-fi:
1. He nepenaBaii cBoro nuuHyr0 nHpopManuio uepes odmenocrynasie Wi-Fi cetu. Paboras B HuX,
KeJaTeIbHO HE BBOJUTH MAPOJIH JIOCTYIA, IOTUHBI H KaKHE-TO HOMEPa,
2. Ucnonp3yit 1 0OHOBIISIH aHTHBHPYCHBIE TIPOTPaMMBI M OpaHaMayep. Tem cambIM ThI 00€3011acHIlb
ce0st OT 3aKa4yKH BHpYyCa Ha TBOE YCTPOHCTBO;
3. Ilpu ucnonszoBannu Wi-Fi oTkimroun Gpyaknuto «O0muii 1ocTyi K daiiam u npuaTepam». [lanHas
(GYHKIUS 3aKpBITA MO0 YMOJTYAHHIO, OJIHAKO HEKOTOPBIEC MOJH30BATEH aKTUBUPYIOT € Ui ymoOcTBa
WCIIOJIb30BaHUSI B paboTe Win yueoe;
4. He ucnonw3yit nyonuunsiii WI-FI ans nepenaum nu4HbBIX JaHHBIX, HAIpUMeEp JUId BBIXOJA B
COIMABHBIC CETH WM B 3JICKTPOHHYIO MOUTY;
5. Umone3y#t Tonpko 3amumienHoe coequHenue depe3 HTTPS, a mwe HTTP, T.e. mpu HabGope BeO-
aapeca BBoAW UMEHHO «https://»;
6. B moOunpHOM Tenedone otkmoun ¢(yHkuuoo «l[logxmrouenne xk Wi-Fi aBromatmyeckn». He
JOTTyCKail aBTOMATHYECKOTO TOAKITIOYCHHS yCTpoiicTBa K ceTssM Wi-Fi 6e3 TBoero cormacusi.

CoumnajbHble ceTH
ConuanbHble CETH aKTUBHO BXOJAT B HAIIY KU3Hb, MHOTHE JIIOJM pabOTaIOT U KUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBa MUJUTHAP]T YEIOBEK, YTO SABJISETCS OJHOM CEIbMOM BCEX JKUTEIEH
r1aHeTbl. MHOTHE MOJIb30BaTeM He IOHUMAIOT, YTO MH(OpMAIIKs, pa3MelleHHas MU B COLUAIbHbBIX
CeTsIX, MOKET ObITh Hal/ieHa U HCIOJIb30BaHa KEM YTOJHO, B TOM YHCIIe HE 0053aTelabHO ¢ OaruMu
HaMEpEeHUSIMH.
OcHOBHBIE COBETHI 110 OE€30MACHOCTH B COLIMATBHBIX CETAX:
1. Orpanuyb CrIUCOK Apy3ei. Y TeOs B APY3bsiX HE JOJDKHO OBITh CIYYaHBIX U HE3HAKOMBIX JIFOJICH;
2. 3amuinaii cBOIO YacTHYIO H3Hb. He yka3biBaii mapoiiu, TenedoHsl, aapeca, 1aTy TBOETO POKACHUS
U JPYTyIo JTUYHYIO HHPOPMAIUio. 3M0YMBIIIICHHUKH MOTYT UCIOJIB30BaTh Jake HH(OPMALIHIO O TOM,
KaK Thl ¥ TBOU POJUTENH INIAHUPYETE IPOBECTH KAHUKYIIBI;
3. 3amuiaii CBOIO pemyTaluio - JIepPKU €e B YUCTOTe M 3a7aBail cebe BOMpoc: XOTen Obl Thl, YTOOBI
Jpyrue Mojbp30BaTeNld BUIEIH, UYTO Thl 3arpyxaemb? [logymail, mpexae 4em 4To-TO OMyOIMKOBATh,
HamucaTh 1 3arpy3uTh;
Ecnu Thl TOBOpUIIB € JIIOJBMU, KOTOPBIX HE 3HAEIIb, HE HCIOJb3yl CBOE peallbHOE UMS U JPYryIO
JTUYHYI0 UHOOPMALIUU: UMSI, MECTO JKUTEIHCTBA, MECTO y4eObl U MpoYee;
4. N36eraii pazmernienus ¢ororpaduit B UHTepHeTe, I1e Thl N300pakeH Ha MECTHOCTH, MO KOTOPOH
MOYHO OIPEAEIUTh TBOE€ MECTOIOJIOKEHUE;
5. [Ipu peructpanuu B COUMANBHON CETH HEOOXOIMMO HCIOIH30BaTh CIOKHBIE MTAPOITU, COCTOSAIIUE U3
OykB ¥ (P U ¢ KOJTMUECTBOM 3HAKOB HE MEHEe §;
6. Jlns coumanbHOM CeTH, MOYTHI U JPYTUX CAMTOB HEOOXOAUMO MCIONB30BaTh pa3HbIe mapoiu. Torma
ecnu TeOsl B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MONIy4YaT AOCTYN TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.



DJIEKTPOHHbIE JeHbIH
DNEeKTPOHHBIE JICHBI'M — 3TO OY€Hb YAOOHBIN Croco0 IuiaTexel, OJJHAKO CYIIECTBYIOT MOIIECHHHKH,
KOTOPBIE XOTAT NOJYyYUTh 3TU JEHBIHU.
DNEKTPOHHBIE IEHBIH MOSBUINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOI'0 BO MHOTMX rOCynapcTBax J0
CUX IIOp HE MPONKMCAHO PO HUX B 3aKOHAX.
B Poccun xe OoHM (DYHKIHOHUPYIOT M O HUX YyX€ IMPOIMUCAHO B 3aKOHE, TJEe UX PA3JeNA0T Ha
HECKOJIbKO BHJIOB - AQHOHUMHBIE M HE aHOHUMHbIE. Pa3Huiia B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemraeTcsi IpoOBOJUTH omepanuu 0e3 MIAeHTH(PHUKAINN TOJIb30BATENS, @ B HEAHOHUMHBIX
UICHTH()HUKAITIY TT0JIh30BATEIIS SBIISIETCS 00s3aTEIbHOM.
Taxoke cienyer paznuuaTh dJICKTPOHHBIE (HATHBIC ACHBI'H (PaBHBI TOCYJapPCTBEHHBIM BAIIOTAM) U
AIIEKTPOHHBIC He(pUaTHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).
OcHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:
1. [TpuBspkM K cueTy MOOWIBHBINA TeseoH. ITO caMblii yAOOHBIH M OBICTpPBIA CIIOCOO BOCCTAaHOBUTH
noctyn K cuery. [IpuBs3anHBIN TenepoH MOMOXKET, eciiu 3a0yJellb CBOW TJIATSKHBIA MapoJb WU
3aiJIenIb Ha CAlT C HE3HAKOMOI'O YCTPOMCTBA;
2. Vctionp3yii omHOpaszoBeie maposn. [lociie mepexoja Ha YCHJICHHYIO aBTOPHU3AIMIO TeOe yKe He
OyZeT yrposkaTh OMACHOCTb KPaXKu WJIM NIepexBaTa IJIaTeKHOTO MapoJis;
3. Beibepu cnoxxHbIi apoits. [IpectynmHnkam OyeT He POCTO yrajaTh CIIOKHBIN maposb. HanexxHbie
Mapojyd — 3TO MHapoJid, KOTOPbIE COJIEp’KaT HE MEHEE 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOUHBIE U
MPOMHUCHBIE OYKBBI, IUPpPHI M HECKOJBKO CHMBOJIOB, TaKM€ KaK 3HaK Joiiapa, (QyHTa,
BOCKJIMIIATENbHBIN 3HAK U T.11. Hanmpumep, StROng!;;
He BBOAM cBOM MYHBIE JaHHBIE HA caliTaX, KOTOPBHIM HE JI0BEPSIEILIb.

JJIeKTPOHHASA MOYTA
DNeKTpOHHAs MOYTa — 3TO TEXHOJIOTHS ¥ TIPEIOCTABIISIEMBIE €10 YCIYTH T10 MEePEChUIKE U MOTYICHHUIO
ANIEKTPOHHBIX COOOIIEHUM, KOTOPBIE PACIIPENESIOTCS B KOMIBIOTEPHOM ceTH. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIM SIMIMK BBITJISAUT CIEAYIOIIUM 00pa3oM: MMsI_IOJIb30BaTelsi(@uMs_JtoMeHa. Taxxke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (haiibl.
OcCHOBHBIE COBETHI IO O€30TaCHOM PadOTEe ¢ AIMEKTPOHHOHN MOYTOM:
1. Haymo BBIOpaTh MpaBUIIbHBIN TTOYTOBBIN CepBHUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP OECIIaTHBIX
MTOYTOBBIX CEPBUCOB, OJTHAKO JIydIlle JOBEPATh TEM, KOTO 3HACIlIb U KTO MEPBBIA B PEUTHUHTE;
2. He yxkaspiBaii B Ju4yHOW mouTe JWYHYl0 uWHopMmanuoo. Hampumep, mnyume BwIOpaTh
«MY3BIKQTbHBIN _(haHaT@» nin «pok2013» BMecTo «Ttemal3y;
3. Hcnonb3ylh OBYXSTamHyK aBTOPH3alMI0. DTO KOTJa MOMHUMO Mapojis HY)KHO BBOJIUTH KO,
NpUcChIIaeMblil 10 SMS;
4. BeiOepu cIOXHBIM Tapoib. JJIS KaXJa0ro MOYTOBOTO SIIHUKA JOJKEH OBITh CBOW HAIC)KHBIM,
YCTOWYHUBBIN K B3JIOMY [1apoOJib;
5. Ecnu ecTh BOBMOYKHOCTB HAmMcaTh CaMOMY CBOM JIMUHBIN BOIIPOC, UCIOIb3YH 3TY BO3MOYKHOCTH;
6. Mcnonp3yil HECKOJBKO IOYTOBBIX SIITUKOB. [IepBBIM UIsi 4acTHOW MEPENHCKH C aapecaTami,
KOTOPBIM ThI JIOBEpsielIb. JTO AJIEKTPOHHBIN aJpec HE HaJl0 HCIOJIb30BaTh MPH PErHCTpalvH Ha
dbopymax u caiitax;
7. He oTkpbiBaii (paiiipl U Apyrue BIOKEHHS B MUChMaX Jake €cld OHHU MPHUILIA OT TBOUX JAPY3EH.
Jlydire yTOYHH Y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (aiiibl;
8. Ilocne okoH4yaHusi pabOTHl HA MOYTOBOM CEPBUCE Mepe] 3aKPHITHEM BKJIAJIKU C caiiToM He 3a0ynb
Ha)XaTh Ha «BeIATHY.

KndepOy/UIMHT MM BUPTYaJbHOE U31€BATEJIbCTBO

KubepOymuHr —  mpeciieioBaHHE COOOIICHUSMHU, COJACPKAIIMMU  OCKOPOJICHUS, arpecculio,
3allyTUBaHKE, XYJIUTAHCTBO; COIUAILHOEC OOWKOTHPOBAHWUE C TMOMOIIBI0 Pa3JIMYHBIX WHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHTOM:

1.He Opocaiics B 60ii. Jlydmmuii cioco6: mocoBeToBaThCsi Kak ce0si BECTH M, €CIIM HET TOro, K KoMy
MOYKHO OOpaTHThCS, TO BHAdajle YCIOKOMTbCA. Eciau Thl HauHemb OTBEYaTh OCKOPOJEHUSIMU Ha
OCKOPOJIEHUS], TO TOJILKO elle 0OJIbIIe pa30KkKellb KOH(IHKT;



2. Yrpasisiii cBoel KubeppemyTaruei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CHOCOOBI BBISICHHTH, KTO CTOUT 32 aHOHMMHBIM
aKKayHTOM;

4. He crouT BecTH XYyIMTaHCKHH 00pa3 BUPTyaJdbHOW XU3HH. VIHTepHET (UKCHpYET BCEe TBOM
JNCUCTBUS M COXpaHICT UX. Y JAIUTh UX OyJeT KpailHe 3aTpyTHUTEIBHO;

5. Cobnroaii CBO¥M BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuuHbBIA HeraTuB. OmHOpa30BbIE OCKOPOUTENBHBIE COOOMICHHUS JIydIlIe
urHopupoBaTh. OOBIUHO arpeccusi MPEKPaLacTCsl Ha Ha4aJIbHOM CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMHU COOOILEHUSMH, B COL[UAIBHBIX CETAX €CTh
BO3MOYHOCTb OJIOKUPOBKH OTIPABKU COOOLIEHUH ¢ ONpeAeIEHHBIX aJIpECOB;

8. Eciim 1B cBuaerens kuOepOymiauHra. TBOW HEHCTBUS: BBICTYNIUTH TNPOTHUB NIPECIEIOBATEIS,
[I0Ka3aTh €My, YTO €ro JEMCTBUs OLIEHMBAIOTCS HEraTUBHO, MOJAJEPXkaTh KEPTBY, KOTOPOH HYXHa
MICUXOJIOTUYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCHBHOTO MOBEICHHS B CETH.

9. MoouabHbIi Tesiedon

CoBpemeHHble cMapT(HOHBI U IUIAHIIETHI COAEpKaT B ceOe BIIOJIHE B3POCIHbIM (yHKIMOHAI, U TENEPh
OHM MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMU KOoMIbloTepamu. OHAKO, CPEACTB 3allUTHI IS
MOJI00HBIX YCTPOMCTB TOKA OYECHb MaJI0. TeCTUPOBAHUE U TIOUCK YA3BUMOCTEH B HHUX IMPOHMCXOJUT HE
TaK MHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcst 1 MOOUITBHBIX TPUIIOKEHUH.
CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yXKe MPaKTUYSCKH JIOTHATW HACTOJIBHBIC aHAJIOTH, OJIHAKO
pacmuperue (yHKIIMOHAIa BJEYeT 3a COO0W OOJBIITYIO CI0XKHOCTh M MEHBIIYIO 3aIUIICHHOCTD.
Jlasleko He BCE MPOM3BOJMUTEIIA BBITYCKAIOT OOHOBIICHHS, 3aKPHIBAIONINE KPUTHYSCKUE YI3BUMOCTH
JUISI CBOMX YCTPOMCTB.
OcHOBHBIE COBETHI JjIs1 6€30TaCHOCTH MOOMIIBHOTO Tele(oHa:
1. Huuero He sABISETCS MO-HACTOSIIEMY OeCIUIaTHBIM. By 0CTOpOXKeH, Belb KOoT1a TeOe mpeiiaramT
OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCITYTH;
2. lymaii, mipexkae yem oTnpaBuTh SMS, ¢doro mmu Buaeo. Tel TOYHO 3Haemib, rae OHU OyayT B
KOHEYHOM uTore?
3. Heo6xo1mmMo 0OHOBIISITH OTIEPAITMOHHYIO CUCTEMY TBOETO cMapT(hoHa;
4. Vicrionb3yil aHTUBUPYCHBIE TTPOTPaMMBI JIJ1 MOOMITBHBIX TeTe(hOHOB;
5. He 3arpyxaii nmpuiaoxeHusi OT HEM3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJIEPKAaTh BPEIOHOCHOE
MPOrpaMMHOE 00ecTieueHHE;
6. Ilocne Toro kak THl BBIMACIIb C caiiTa, IJ¢ BBOAWI JIMYHYIO MH(GOPMAIUIO, 321 B HACTPOUKH
Opay3sepa u ynanu cookies;
7. Ilepuonnyecku mpoBepsiil Kakue MiaTHbIe YCIYTd aKTUBUPOBAHBI HA TBOEM HOMEPE;
8. [aBaii cBoii HOMep MOOWJIBHOTO TeledoHA TONBKO JIIOJSIM, KOTOPBIX Thl 3HAeHlb U KOMY

JOBEPSCIIb;
9. Bluetooth nomken ObITH BBIKIIOUEH, KOT/Ia Thl UM HE MOJib3yelibes. He 3a0bIBaii HHOT]a IPOBEPSITH

9TO. 1@.

Online urpsi
CoBpeMeHHbIE OHJIAWH-UTPBI - ITO KPaCOUHbIE, 3aXBAaThIBAIOIINE Pa3BICUCHUs, 0OBEIUHSIONINE COTHU
THICAY YEJIOBEK MO BceMy Mupy. Wrpoku HcclieayroT JaHHbBI UM MHp, OOLIatoTCa APYr ¢ APYroM,
BBITNOJIHAIOT 33JaHusl, CPAKAIOTCSI ¢ MOHCTPAaMHU U MOJYYalOT OMBIT. 3a YAOBOJIbCTBUE OHM ILIATAT:
MOKYNAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAOT KAKHE-TO OMIIUU.
Bce atu cpenctBa uayr Ha NHOJJEp)KaHME M PAa3BUTUE WUIPhI, a TakKe Ha camy Oe30MacHOCTb:
COBEpILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBIMYCKAIOTCS HOBBbIE MaTyd (IU(POBBIE 3AIUIATKU JUIS
IIPOrpamMm), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nono6HbIX Urpax CTOUT OMacaThCsi HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KpaXkM TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALIUHU OOJIBIINHCTBA UTP.
OcHOBHBIE COBETHI IO OE€30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA!
1. He yka3biBaii 1uuHy0 HHGOpMAIMIO B Ipodaiisie Urpsl;
2. YBaxail Apyrux y4acTHUKOB 110 UTPE;
3. He ycranaBnuBaii HeouunanbHble ATYU U MOJIBL;
4. Vcnionb3yii CI0XKHBIE U pa3HbIe apOJIN;



5. Jlaxxe BO BpeMst UTPBI HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka Thl Urpaemib, TBOW KOMIIBIOTEP MOTYT
3apa3suTh.

6. OUIIMHT WM KPaKa JIMYHBIX JAHHBIX
OObIUHOM Kpa)kel AeHeT U JOKyMEHTOB CErOJHs YK€ HUKOTO HE YAWBHIIb, HO C PAa3BUTHEM MHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIJICHHUKH NTEPEMECTHIIUCH B UHTEPHET, U MPOIOJDKAIOT 3aHUMATHCS «TFOOMMBIM)
JIETIOM.
Tak mosBMIack HOBas yrpo3a: MHTEPHET-MOLICHHWYECTBA WIM (UIIWHT, TIaBHAs LEIb KOTOPOTO
COCTOWUT B TOJYYECHUH KOH(PHUICHIMATBHBIX JAaHHBIX II0JIB30BATEIIE — JIOTMHOB W maposieid. Ha
aHrMiickoM si3bike phishing umraercs kak ¢ummar (ot fishing — peiOnas nosns, password —
naposib). OCHOBHBIE COBETHI 10 OOpHOE C PUITHHTOM:
1. Cneau 3a cBouMm akkayHToM. Ecnm Tl mojo3peBaelib, YTO TBOsSI aHKeTa ObLla B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTH aJMUHUCTPATOPAM pecypca 00 ITOM Kak MOXKHO CKOPEE;
2. Vctionp3yii 6e30macHbIe B€O-CalThI, B TOM YUCIIe, HHTCPHET-Mara3uHOB M MIOMCKOBBIX CHCTEM;
3. Hcmonp3yit cnoxHble H pasHple mnmapoid. TakuM oOpazom, ecnd TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIY4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQUIIIO B CETH, a HE KO BCEM;
4. Ecnu 1e0s B3OMalu, TO HEOOXOIMMO MPEIYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE T0OABIICHBI
y T€OsI B APY3bAX, O TOM, YTO T€OS B3JIOMAJIM U, BO3MOKHO, OT TBOETO UMEHH OyJIET pacChlIaThCs CIIaM
U CCBUJIKU Ha (PUIIIMHTOBBIE CaMTBhI;
5. Ycranosu HazexHbii naposb (PIN) Ha MoOuiIbHBIN TenedoH;
6. OTKIIFOYN COXpaHEHUe TapoJisi B Opaysepe;
7. He oTkpbiBaii (paiiiipl U Apyrue BIOXKEHHS B MUChbMaxX Jake €ClM OHHM MPUILIA OT TBOUX JAPY3eH.
Jlydire yTOYHM y HUX, OTIPABIISLIN JIU OHU TeO€ 3T (PaitsIbl.

Hudposas penyrauus
HudpoBas pemyranuss - 3TO HeraTMBHas WIM TO3UTHMBHasg wuHQopMmanus B ceTH o Tebe.
Kommnpomerupytomas uHopmanus pa3MelieHHass B MHTEPHETE MOXET CEepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEW peanbHOU xu3HU. «lludpoBas pemyranus» - 3TO TBOH HMHIK, KOTOPBII
dhopmupyetcs u3 nHGopManuu 0 TeOe B HHTEPHETE.
TBoe mMecTo kuTenbCTBa, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.
MHorue noApoCcTKH JIETKOMBICICHHO OTHOCATCSA K MyOnuKaiuu JudHoi uH(popmanuu B MHTepHere,
HE MOHMMAas BO3MOXHBIX MociencTBui. Thl ga)ke HE CMOXKEIIb JI0TagaThcsi 0 TOM, 4TO (GoTorpadus,
pa3MenieHHas 5 JeT Ha3a/, cTaia MPUYMHOM 0TKa3a NPUHSTH TeOst Ha paldoTy.
KommenTtapuu, pazmerienue TBoux pororpaduii u apyrue AeHCTBUS MOTYT HE HCUE3HYTh Ja)ke Moclie
TOTO, KaKk Thl MX yJaluiib. Tbl HE 3Haellb, KTO COXpAaHWJI 3Ty HH(OpMaluio, Iomaja JId OHa B
MTOMCKOBBIE CUCTEMbl M COXpPaHMJIACh JIU OHA, a IIaBHOE: YTO MOJIyMaloT O TeOe OKpy»Karoliee JI0/u,
KOTOpble HaWAyT M YBUIAT 3T0. HailTu nHdopManuio MHOTO JIET CIYCTS CMOJXKET JII0OOM - Kak U3
NOOpPBIX MOOYXK/IEHUH, TaK U C HAMEPEHUEM MTPUUUHUTH Bpell. DTO MOXKET ObITh KTO YTOJHO.
OcCHOBHBIE COBETHI 110 3alIUTE HU(POBON peryTaluu:
1. lTogymaii, mpexae yem 4To-TO MyOJIMKOBATh U Mepe1aBaTh y ce0s B OJI0TE WM B COIIMAILHOM CETH;
2. B mHactpoiikax mpoduis yCTaHOBM OTrpaHMYEHHs Ha TMPOCMOTP TBOero mpoduias u ero
COJIEP’KUMOT0, CIIENIall €ro TOJIBKO «UIS IPY3ei»;
3. He pa3memaii u He ykasbiBail HH(GOPMAIUIO, KOTOPast MOXKET KOr0-JIM00 OCKOPOIIATh WM OOUKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE MIKOJLHUKHU- aKTUBHBIE IMOJIb30BATENH IU(PPOBOTO MpocTpaHcTBa. OJHAKO JAlIeKo He
BCE 3HAIOT, YTO MOJIH30BaHNE MHOTUMH BO3MOKHOCTAMHU ITU(GPOBOTO MUpPA TpedyeT cOOII0IeH s MpaB
Ha UHTEIJICKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIUIEKTYyallbHasE COOCTBEHHOCTH» OTHOCHUTCSA K Pa3IUYHBIM TBOPEHUSM YEIOBEYECKOTO
yMa, HayMHas ¢ HOBBIX M300pETeHMI W 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOIYKTHI U
ycoyrd , W 3aKkaH4yuBas KHUTaMu, ¢ororpadusiMy, KUHOPHIBMAMH W MY3bIKaJbHBIMU
MIPOU3BEICHUSIMU.



ABTOpCKME TIpaBa - 3TO IpaBa Ha HHTEJUICKTYaJbHYI0 COOCTBEHHOCTb Ha IPOU3BEACHUS HAYKH,
JUTEPATyphl U UCKycCTBA. ABTOPCKHE MPaBa BBICTYINAIOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEIUICKTYaJIbHBIN/TBOPUECKUN TpyJ aBTOpa HE OyIeT HampacHbIM, JAacT €My CIIpaBeIINBbIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPY/A, MOJIYYUTh U3BECTHOCTH U NMpHu3HaHue. Hukro
0e3 paspeleHusi aBTopa HE MOKET BOCIPOU3BOJUTH €T0 MPOU3BEJCHUE, PACIIPOCTPAHSATD, TyOJIUIHO
JNEMOHCTPUPOBaTh, IpOJIaBaTh, HMMIOPTHPOBAaTh, IIyCKaTb B IPOKAaT, IyOJIMYHO MCIIOJHSTD,
MOKa3bIBATh/UCIOIHATE B 3(pupe nim pa3meniats B IHTepHeTE.

Hcnosb30BaHne «IIMPATCKOr0» MPOrpaMMHOT0 00ECIIEYEHHSI MOXKET MPUBECTH K MHOTMM PUCKaM: OT
MIOTEPU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOWUCTBA, /1€ YCTAaHOBIJICHHBIHN HE
JeranbHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET JICTalbHBIE M OECIIaTHBIC
IIPOrpaMMbl, KOTOPbIE MOXHO HAalTH B CETH.

O nopraJe
CeteBruoK.p¢ - TBOH IIaBHBIM COBETYMK B CETH. 3AECh Thl MOXEIIb y3HATh O O€30MAaCHOCTH B CETH
MOHATHBIM M JOCTYIHBIM $3bIKOM, @ IPU BO3HUKHOBEHHM KPUTHUECKOM CHUTyallud OOpaTUThCA 3a
COBETOM. A Tak)Ke IPHUHSTH y4aCTHE B KOHKYpPCaxX U CTaTh CaMbIM IIU(POBBIM Ipask JaHUHOM.






