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CTeHAaax, odurLManbHbIX WMHTEepPHEeT-caiTax n ApYyrux NHPOPMALMOHHBIX pecypcax
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MpunnoxeHune

METOANYECKUE PEKOMEHOALNU
O PASMELLEHUU HA UHO®OPMALUMOHHbBIX CTEHAAX, O®PULIUA/IbHBIX
WMHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbBIX PECYPCAX
OBLUEOBPA30OBATE/IbHbIX OPTAHU3ALMIA U OPTAHOB, OCYLLEECTBNAIOLLMX
YNPABNEHUE B COEPE OBPA3OBAHUA, UH®OPMALIUU O BESONACHOM
MNOBEAEHUU N UCNOJIb3OBAHUU CETU "MHTEPHET"

dKkcnepTamuM W yneHamu BpemeHHon Komucecum Coseta Pepgepaunm Mo PasBUTUIO
MHOOPMALMOHHOIO O0OLLIECTBA B pamMKax BbIMNOJIHEHMA PEKOMEHZAUMA Nap/JaMeHTCKMX CAyWaHWUn
"AKTyanbHble BOMpocbl obecneyeHus 6e3onacHoCTM W pas3BUTMA AeTel B MHPOPMALMOHHOM
npocTtpaHctee", KoTopbie npownu B CosBeTe depepaumm 17 anpens 2017 r., 6bian paspaboTaHbl
METOANYECKME PEKOMEHAAUMM O pPasMeLlleHMn Ha WHOOPMAUMOHHBLIX CcTeHAax, odbuuManbHbIX
WMHTEPHET-calTax W Apyrnx WMHGOPMALMOHHbIX pecypcax obLlieobpa3oBaTebHbIX OpraHU3aunin u
OpraHoB, OCYLIECTBAAIOWMX ynpasneHne B coepe obpasoBaHus, MHPopmaumm o 6GesonacHoOm
noseAeHMn U UCNONb30BaHMK ceTh "UHTepHeT" (aanee - MeTogMUeckne pekomeHaauum).

MeTogMyeckne peKoOMeHAAUMW HanpaBieHbl Ha  KayeCTBEHHOE MOBbIWEHWE  YPOBHA
MHGOPMALMOHHOW AeaTenbHOCTM obLLeobpasoBaTeibHbIX OpraHU3aLMii U OPraHoB, OCYLLECTBAALLNX
ynpasneHune B chepe obpas3oBaHMA, B YacTU MHOOPMMPOBAHMA YYaALLMXCA, UX pOAUTENEN (3aKOHHbIX
npeacrasuTeneil) M negarorMyeckmx pPaboTHMKOB 06 OCHOBHbIX acnektax MHPOPMaLMOHHOM
6e3onacHocTw.

MeToauyeckme pekomeHZaumy no3soaat obuweobpasoBaTe/ibHbIM OpraHM3aUMAM W OpraHam,
OCYLLECTBAAOWMM YynpasiaeHne B cdepe o06pasoBaHMA, aKTyanU3MpoBaTb YXKe WCNoab3yemble W
pasmelleHHble MHGOPMaLMOHHbIE MaTepuabl, TaK U MOAFOTOBUTL MX B C/ly4ae MX OTCYTCTBUA C yH4ETOM
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JIYYLWMX NPAKTUK U peKomeHaauumn.
B pamKax MeToAMuYecKmMx peKoMeHaaLUmMn paccMaTpmMBatoTCa cneayome NHCTPYMEHTbI:
1. MHGOPMaALMOHHbIE CTeHApbI;
2. opuUMaNbHbIE MHTEPHET-PECYPChI;

3. cpeAcTBa MaccoBoW MHGOPMaLMK (LKOJIbHbIE Fa3eTbl, NeJarornyeckne usaaHua u gpyrue).
MHdopmauMOHHbIe cTeHADI

Ha nHpopmaLMOHHbIX cTeHAAaxX B 06LLe06pa3oBaTe/IbHbIX OpPraHM3aLmaAX, PacnosIoKeHHbIX B ¢polie
YUYPEKAEHUN M B KabWHeTax, OCHALLEHHbIX MepPCOHaIbHbIMW YCTPOMCTBAMM A/A BbIXOZA B CETb
"UHTepHeT", pekomeHAyeTcA pasMecTUTb MHGOPMALMOHHbIE NAMATKK, COAEPKALLME OCHOBHbIE COBETbI
no obecneyeHnto MHPOPMaLMOHHON 6e30NaCHOCTUN yYaLLMXCA.

B npunoxeHun N 1 K MeTogMYECKMM peKoMeHZauuamM npeactaBneH obpasel, NamsaTkM 4nd
pa3smelLeHMA Ha MIHGOPMALMOHHbIX CTEHAAX.

CpepacrtBa maccoBoi uHpopmauum

B cpeactBax maccoBoi MHPOPMaUUKM, OPUEHTUPOBAHHBLIX Ha ObYYalOWMXCA, PEKOMEHAYETCA B
TeyeHue y4yebHOro roga perynspHo ny6avMKoBaTb MHOOPMALMOHHbIE MaTepuasbl, NOCBALEHHbIe
OTZEe/IbHbIM acnekTam WHPOPMALMOHHOW 6e30MacHOCTM, a TaK¥Ke pas/iMyHble NamMATKM obuiero
XapakTepa.

B cpeacTBax MaccoBoi MHGOPMALMM, OPUEHTUPOBAHHbLIX HA MeAarornyeckyto obLLecTBEHHOCTD,
peKOMeHAyeTcA B TedeHMe KajleHAApHOro roja perynsapHo nybankoBaTb MHGOOPMALMOHHbIE
MaTepuanbl, TMOCBAWEHHbIE  OTAE/bHbIM  acnektam  WMHPOpMauMoHHOM  6He3onacHoCTM  Kak
HecoBepLEHHONETHNX, Tak M 06wWweobpa3oBaTe/ibHbIX OpPraHM3aumii, a TaKKe pPas/IMyHble MaMATKM,
0630pbl  HOPMATMBHO-MPABOBOrO PEery/JMpoBaHMA OaHHON cdepbl M MHPOPMALMIO O aKTyaNbHbIX
MEepPONPUATUAX U COBLITUAX B AaHHOW cdepe.

B xome nposegeHua EamHoro ypoka no 6esonacHoctv B cetu "MHTepHeT" pekomeHayeTcs
obecneuynTb BbIMYCK TemaTUYECKOro BbIMyCKa CpeacTBa MaccoBoi wuHdopmauum nmbo cepun
ny6AvMKaumii, cpegm KOTOPbIX PAacCMOTPETb OPraHM30BaHHbIE MEpPONPUATUS AN 0ByYaloLMXCA, WX
poauTenei (3aKoHHbIX NpeacTaBUTENEN) U NeaarorMieckon obLLEeCcTBEHHOCTM.

OdunuymanbHbie UHTEpPHET-pecypcbl

ObuweobpasoBaTeNibHbIM OPraHM3aUMAM PEKOMEHAYETCA Ha CBOMX oduuManbHbix MHTepHeT-
pecypcax obecneyntb OGYHKUMOHMPOBAHME CaMOCTOATENIbHOIO M CNEeunanusnMpoBaHHOro pasgena
"MHpopmaumoHHas 6e3onacHOCTb", B paMKax KOTOPOro npenycMOTPeTb pasMeLleHME Ccedyowen
MHpopmauymm:

N Pasgen/noapasgen | ®opmat npeacraBieHus CopeprkaHne matepuanos
mMmaTepuanos
1. |/loKanbHble Konuu AOKYMEHTOB B PasmelLaloTca KONnmn 4OKYMEHTOB, T.€.
HOpPMaTMBHbIE aKTbl B | dopmaTe *PDF CKaHMPOBaHHbI BapMaHT AOKYMEHT],
cdepe obecneveHuns COOTBETCTBYHOLMI TPEOOBAHMAM K
MHPOPMaLMOHHOM napameTpam CKaHMpPOBaHUA.
6e3onacHoCTU PasmelaloTca 4OKYMEHTbI,




obyyatomxca pernameHTUpYoLME OpraHn3aLmio u
paboTy C NepCcoHabHbIMU AaHHbIMMU,
naaHbl MeponpuATMiA No obecnevyeHmnto
nHdopmaymoHHoM b6esonacHOCTH
obyuatowwmxca n gpyrue.

2. HopmaTtnsHoOe Konunu goKymeHTOB B Myb6AnKytOTCA aKkTyasibHble CBEAEHUS O
peryampoBaHue dopmate *PDF denepanbHbIX U PErMoHa/bHbIX 3aKOHaX,
NUCbMax OPraHoB B/1ACTU U Apyrue
HOPMATUBHO-MPABOBbIE AOKYMEHTbI,
pernameHTupytowme obecneyeHme
MHPOPMaLMOHHON 6e3onacHOCTM
HecoBepLUeHHONeTHMX. [lonycKaeTtca
BMECTO KOMWii pasmeLLaTtb r’Mnepccbiikm
Ha COOTBETCTBYIOLLME AOKYMEHTbI HA
CanlTax OpraHoOB rocyapCTBEHHOM BNACTM.

3. |Mepgarornyeckum TeKCT Ha CcTpaHuLe caiTa | PasmelLatoTca MeTogmyeckune
paboTHUKaM Konuu AOKyMeHTOB B pPEeKOMeH4aLMMN U yKa3blBaeTcs
dopmare *PDF nHdOpMaLMA O MeponpPUATUAX, MPOEKTax

M NPOrpammax, HanpaB/IeHHbIX Ha
noBbllLeHne NHGOPMALLMOHHOM
rPAaMOTHOCTU Nesarormyeckmx
paboTHMKOB.

4. | Obyuatowmmcs TeKCT Ha cTpaHuLe caiTa | Pasmeluaetcs MHGOPMaUMOHHAA NaMATKA
(npunoxkeHue N 2) n ykasbiBaeTcs
MHPOPMaLMA O MepPOoNPUATUAX, MPOEKTax
M NPOrpammax, HanpaB/IeHHbIX Ha
noBblLWeHME NHDOPMALLMOHHOM
rPamMOTHOCTU ObyyatoLLmMXCA.

5. |Pogutensm TeKcT Ha cTpaHuLe caifTa | Paamellaetca MHPOpMaUMOHHAA NaMATKa
(3aKoHHbIM (npunoxkenue N 3).
npeacTasuTensm)
obyuvatowmxca

6. |[eTvckue 6e3sonacHble |TeKCT Ha cTpaHULe calita | Pasmewaerca MHGopmaums o

calThl peKkoMeHAyeMbIX K UCMONb30BaHMIO B
y4ebHoMm npouecce 6e3onacHbix canTax,
H6aHHepbl 6e30NacHbIX AEeTCKUX CalToB.

OpraHam, OCYLecCTBAAIOWMM ynpasaeHve B cdepe o6pa3oBaHMA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  MHTepHeT-pecypcax obecneunTb  GYHKLMOHMPOBAHWE  CaMOCTOATENbHOTO U
cneunanusmMpoBaHHoro pasgena "MHpopmaumoHHasa  6He3onacHOCTb", B pamMKax  KOTOpOro
npeaycMoTpeTb pasMelleHne caeaytolein nHbopmaumm:

MpunoxeHne N 1

NAMATKA



N9 OBYYAIOLLIMXCA OB MHPOPMALIMOHHOM BE3OMACHOCTU AETEN

HENb3A

1. Bcem noapaa coobulatb CBOK 4YacTHYyO MHbopmauuio (HacToswme umsa, pammnanio, TenedoH,
agpec, Homep LKOobI, a Takxe doTorpadpumn ceom, CBoei cembu 1 Apyseit);

2. OTKpbIBaTb BAOMKEHHbIe Pali/ibl 3/1EKTPOHHON NOYTbI, KOrAa He 3Haellb OTNPaBuTens;
3. [pybuTb, NPUANPATLCA, OKAa3bIBaTb AaBAEHME - BECTU cebA HEBEXK/IMBO N arpeccuBHO;

4. He pacnopsiKalica AeHbramu TBoel cembu 6e3 paspelleHus CTapluMx - BCerga crnpalivsai
poauTteneu;

5. He BcTpeyaiica ¢ UHTepHET-3HAaKOMbIMU B PEasIbHOW KWU3HWU - MOCOBETYMCA CO B3POC/bIM,
KOTOpPOMY Z0BepsAeLlb.

OCTOPOMXHO

1. He Bce nuuwyT npaBay. Yutaewb o cebe Henpasay B MHTepHeTe - cooblum o6 3TOM CBOUM
POAUTENSAM UMW ONEKYHAM;

2. MpuvrnawatoT NepenmcbiBaTbCA, UrpaTb, 0BMEHMBATLCA - NPOBEPDL, HET /N NOABOX3;
3. HesakoHHOe KonupoBaHue ¢alinos B MHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBali B3pOC/ibiM 0 Npobaemax B CETU - OHU BCeraa nomoryT;

5. Ucnonb3yin HacTpoiKM 6e30MacHOCTM M MPUBATHOCTU, YTOObI He MOTEpPsATb CBOM aKKayHTbl B
COLLCETAX M APYIVUX NOpTanax.

MOXHO
1. YBaxau apyrux nosnb3sosarteneu;
2. Monb3yewbca MHTEPHET-UCTOYHMKOM - AieNalt CCbIIKY Ha Hero;

3. OTKpbIBall TO/IbKO TE CCbINIKKM, B KOTOPbIX YBEPEH;

4, OGIJ.I,aTbCFI 3a NOMOLUWbK B3pOCaAbIM - poauTenn, onekyHbl U agMUHUCTPALUA canTos Bceraa
NOMOTYT,

5. Mponan obyyeHune Ha cante "CeTeBUUYOK" 1 NoNyuYn nacnopT undpoBoro rpaxkaaHmHal

MpunnoxkeHne N 2

WHOOPMALIMOHHASA NAMATKA
[N OBYYAIOLLIMXCA ANA PASMELLEHUA
HA OPULIMANIbHBIX UHTEPHET-PECYPCAX

C Kaxgblm rogom MoNo4eXKU B UHTEPHETE CTAaHOBUTbLCA 60/'IbLLIe, a WKONbHUKN OAHU N3 CaMbIX
AKTUBHbIX MOJb30BaTeNEN PyHeTa. Mexay T1em, NOMMMO OFPOMHOrO Koaun4yecTtsa BO3MOHOCTEN,



MHTEepHET HeceT 1 nNpobiembl. 3Ta NaMATKa A0/1KHa MOMoYb Tebe 6e30nacHo HaxoaUTLCA B CETU.
KomnbloTepHble BUPYCbI

KoMnbloTEPHbIA BUPYC - 3TO pPa3sHOBWUAHOCTb KOMMbHOTEPHbIX MNPOrpamm, OT/IMYUTENbHON
0COH6EHHOCTbIO KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOXEHUIO. B fononHeHMe K 3TOMy, BUPYCbl MOTYT
noBpeauTb UAN MOJHOCTBIO YHUUTOXKUTL BCce daisibl U AaHHble, MOAKOHTPO/IbHbIE MOJIb30BaTENtO, OT
MMEHM KOTOPOro 6bifa 3anyLleHa 3aparkeHHas NporpamMmma, a TakxkKe NnoBpeauTb Uan arKe YHUYTOXKMUTb
OMepaUMoHHYIO cucTeMy co Bcemu daiilamu B LenoM. B BONbLIMHCTBE C/y4aeB pPacnpoCTPaHsoTCA
BMPYCbl YEpPE3 UHTEPHET.

MeToAbl 3aLWuTbl OT BPEAOHOCHbIX MPOrpamMm:

1. Ucnonb3yli coBpeMeHHble onepaLMoHHbIe CUCTEMbI, UMEIOLME CePbe3HbIl YPOBEHb 3aLMTbl OT
BPEAOHOCHbIX MPOrpamm;

2. TloctosHHO ycTaHasavBai nautv (undposble 3anaaTkM, KOTOpble aBTOMaTMYecKu
YCTaHaBAMBAOTCA C UeAbio A0PaboTKM nporpammbl) U apyrue OBHOBAEHMS CBOEN onepaLyoHHOWM
cuctembl. CKauMBail MX TONbKO C OpUUMANbHOrO caliTa paspabotumka OC. Ecim cywecTByeT pexum
aBTOMATUUYECKOTO 06HOB/IEHWSA, BKIOYM €rO;

3. PaboTaii Ha cBoEM KOMnNbOTEPE NOA4 NMpPaBamu NoNb30BaTENA, @ HE aAMUHNCTPATOPA. 37O He
no3BoanUT 6OJ'IbLIJVIHCTBy BPEOOHOCHbIX nNporpaMmm MUHCTAA/IMPOBATBCA HA TBOEM MNEepPCOHA/IbHOM
KOMNbKOTEPE,

4. Wcnonb3yi aHTMBMPYCHble MNPOrpaMMHble MPOAYKTbI M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMATUYECKMM 0bHOBNEHWEM 6a3;

5. OrpaHuyb GpU3MYECKUNA JOCTYN K KOMMNbIOTEPY A5 NOCTOPOHHMX /UL

6. Mcnonb3yin BHewHWe HocuTenn WHbOpMaUMKM, TaKMe Kak dnewka, AUCK wuan dahn us
WHTEPHETA, TONIbKO M3 NPOBEPEHHbIX UCTOYHWUKOB;

7. He oTKpbiBali KoMnbloTepHble $aiifibl, NOMyYEHHblIE M3 HEHaOEeMHbIX UCTOYHWMKOB. [axke Te
dalinbl, KOTopble NPUCAAN TBOW 3HAKOMbIN. Jlydlle YTOYHW Y HEro, OTNPaBAAa M OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA nepegayn AaHHbIX, HE TEXHONOMUSA, a BCEro Nub 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackaa KomnaHua 3apeructpuposana 6peng "WECA", yto o603Ha4yano cnosocoyetaHue
"Wireless Fidelity", koTopblli nepeBoguTcs Kak "becnpoBoaHan TOYHOCTb".

[o Hawero BpemeHu aowna apyran abbpesnaTypa, KOTopan ABAAETCA TAKOM e TeXHoNornen. Ito
abbpesunatypa "Wi-Fi". Takoe Ha3zBaHMe BbINO AAHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBON TEXHUKM
Hi-Fi, uTo B nepeBoae o3Ha4yaeT "BblCOKas TOUHOCTb'".

[a, 6ecnnatHbli WHTEpPHeT-A4OCTYNn B Kade, OTensax M asponoprax ABAAETCA OTJAUYHOM
BO3MOKHOCTbIO BbIXOZa B MHTEPHET. HO MHOIMe 3KCNepTbl cyMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABNAOTCA 6€30NacHbIMM.

CoBeTbl No 6e3onacHOCTM paboTbl B 0bweaocTynHbix ceTax Wi-fi:

1. He nepepnaBali cBol IMUHYIO MHPOpMaLMIO Yepes oblueaoctynHble Wi-Fi ceTn. PaboTan B HUX,
enaTtenbHo He BBOAMUTbL MAapOaM A0CTYNa, 1OMMHbI U KaKne-To Homepa;

2. Wcnonb3yit M 0BHOBAAK aHTUBUPYCHble nporpammbl M 6GpaHamayep. Tem cambim Tbl



obe3onacuib cebsa OT 3aKaykuM BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpun ucnonbzosaHmm Wi-Fi otkatoun yHKumo "Obwmin goctyn K ¢dainam u npuHTepam'.
JaHHaa QyHKUMA 3aKpbiTa MO YMOJYMaHMIO, OAHAKO HEKOTOpble NOAb30BaTe/M aKTUBUPYIOT ee AN
yao6cTBa ucnonb3oBaHuA B paboTte unu yyebe;

4. He ncnonb3yin nyb6amdnbiit WI-FI gnsa nepefayn AMYHbIX A@HHbIX, Hanpumep AAa Bbixoga B
COLUMAJIbHbIE CETU UNU B SNIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TO/IbKO 3alumiLeHHoe coeguHeHne yepes HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca 8soau nmeHHo "https://";

6. B mobunbHom TenedoHe oTkMouM PyHKumio "MogKntodeHne Kk Wi-Fi aBTomaTnueckun'. He
OOMNYyCKan aBTOMaTUYECKOro NogKAto4YeHUs ycTpoiictea K cetam Wi-Fi 6e3 TBoero cornacums.

CoumanbHble ceTn

CoumanbHble CETM aKTMBHO BXOAAT B Hally XW3Hb, MHOrMe noAu paboTaloT M XUBYT Tam
NnocToAHHO, a B Facebook yxe 3apernctpnpoBaH Muanmapa YenoBek, 4To ABAAETCA OAHON ceabMoi Bcex
Xutenei nnaHetbl. MHOrMe nosnb3oBaTenu He MOHMMAIOT, YTO MHbOPMaLMA, pasMelleHHaa UMUK B
COLMANbHbIX CETAX, MOXKET bbITb HallAeHa U UCMOAb30BaHa KEM YrogHo, B TOM Yncae He 0653aTeNlbHO ¢
61arMMmn HamepeHUAMM.

OcHoBHble coBeTbl N0 6e30MacHOCTM B COLUMa/IbHbIX CETAX:

1. OrpaHuub cNUCOK apysei. Y Teba B Apy3bAX He AOMKHO 6biTb CAyYalHbIX U HE3HAKOMbIX
noaen;

2. 3awMwian CBOK YACTHYIO XM3Hb. He yKasbiBali naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHWUA W  APYTY0 JIMYHYID MHOOPMALMIO. 3/I0YMbILNEHHUKM MOTYT WCNO/Ib30BaTh  Aaxe
MHPOPMALMIO O TOM, KaK Tbl U TBOU POAUTENIM NNAHMPYETE NMPOBECTU KaHUKYbI;

3. 3almLali cBOK penyTauMmio - AepPXM ee B YACTOTe M 3agaBaii cebe Bonpoc: xoTen bbl Tbl, YTOGbI
Apyrve Mnonb3oBaTeNu BUAENU, YTO Tbl 3arpyxKaewb? Moaymai, npexae 4em 4To-TO ONyHBAMKOBATb,
HanucaTb 1 3arpy3uThb;

4, Ecnv Tbl TOBOPULWb C NIO4bMM, KOTOPbIX HE 3Haelb, He MUCMNOAb3yh CBOE peasbHoe UMS U
APYryo IMYHY0 MHGOPMaLMK: UMS, MECTO KUTE/bCTBA, MECTO y4ebbl U Npoyee;

5. U3berait pasmeuweHus ¢dotorpaduin B UHTepHeTe, rae Tbl M306paKeH Ha MeCTHOCTW, Mo
KOTOPOI MOYKHO OMNpPeaennTb TBOE MECTOMO/IOKEHWE;

6. Mpu peructpaumm B cou,maanoﬁ cetun HEO6XOAMMO MCNO/1Ib30BaTb CJ/I0OXKHbIE MNapo/in,
cocroAauwme ns 6yKB n LI,M(I)p M C KOIMYECTBOM 3HAKOB He meHee 8;

7. Ona cou,maanoﬁ CeTun, NoYTbl N Opyrux canTos HEO6XOAMMO MCNO/1b30BaTb pPa3Hble NApPOaNU.
Torpa ecnmn Tebs B3/10MaloT, TO 3/1I0YMbIWNEHHUKN NOAYyYHaT A0CTYyNn TO/ZIbKO K OAHOMY MeECTY, a HE BO BCe

cpasy.
DNEeKTPOHHbIE AeHbIN

3ﬂeKTpOHHbIe AEeHbIN - 3TO O4YeHb yp,O6HbIﬁ cnocob nnatexen, OAHAKO CyLecTByYHOT MOLWWEHHWKN,
KOTOpble XOTAT NONY4YUTb 3TN AEHbIN.

3/'IGKTpOHHbIe AeHbrn noAasuINCb coBCeM HeaaBHO U MMEHHO WM3-3a 3TON0 BO MHOIMMX
rocygapcreax A0 CUX MOP He NPOMMUCAHO NPO HUX B 3aKOHaX.



B Poccuum ke OHM PYHKUMOHMPYIOT M O HUX YXKEe MPOMUCAHO B 3aKOHe, rae MX pasfaenstoT Ha
HECKOJIbKO BMAO0B - aHOHUMHbIE U HE aHOHUMHbIE. PasHMLA B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspellaeTca npoBoAUTb onepauum 6e3 unaeHTUOMKAUMM Nosb30BaTeNsa, a B HEaHOHMMHbIX
MAeHTUdMKaUmMA Nosib3oBaTeNa aBaseTca 06a3aTeNbHON.

TaKKe cnedyeT pasnnyath 3/1eKTPOHHble GUaTHbIE AeHbrM (paBHbl FOCYAapPCTBEHHbIM BasloTamM) U
3/1eKTPOHHbIE HeduaTHble AeHbrM (He paBHbl rOCYAapPCTBEHHbIM BasloTam).

OcHoBHble coBeTbl N0 6e30nacHoi paboTe ¢ 3NEKTPOHHBIMU AeHbraMu:

1. MpuBAXKK K cyeTy MobUNbHBIN TenedoH. ITo camblii yA06HbIN U BbICTPbLIA CNOCO6 BOCCTAaHOBUTD
AocCTyn K cyety. MpuBA3aHHbIA TenedoH MOMONKET, ecin 3abyaellb CBOW MAaTeXHbIA Maposib Uau
3aMgeLlb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yi ogHopasosble Napoaun. MNocne nepexosa Ha YCUAEHHYO aBTopM3aLmio Tebe yKe He
6yLeT yrporKaTb ONACHOCTb KPaXXM UAN NepexBaTa NAaTeXHOro napons;

3. Bbibepu cnoxHbiit naposb. MpecTynHUKam OyaeT He MNpPOCTO yragaTb C/I0XKHbIM Mapob.
HazexHble Maposin - 3To Napo/iv, KOTOpble COAEPKAT He MeHee 8 3HAaKOB M BK/IOYALOT B cebA CTPOUHbIe
W nponucHble OyKBbl, UMPPbI M HECKONbKO CMMBOJIOB, TaKMe KaK 3HaK fJonnapa, o¢yHTa,
BOCKAMLATE/IbHBIN 3HaK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM /IMYHbIE AaHHbIE Ha CalTax, KOTOPbIM He AoBepAeLlb.
dNeKTPOHHasA noyta

3I'IeKTpOHHaﬂ no4yTta - 3TO TexXHO/N0rMA W npeaocraBiAemblie €0 yCoayrm no nepecblsike wm
NONYYEHUKD 3NEKTPOHHDbIX COO6LLI,EHMI\;1, KOTOpble pacnpenenAarTca B KOMFIbI-OTepHOf;I cetn. ObblyHO
3}'IeKTp0HHbIl7I NOYTOBbIM AWUK BbIrNAONT Cchegyrownm 06pa30M: MM‘iI_I'IOﬂb3OBaTe}'Iﬂ@MMFI_,EI,OMeHa.
Takxe Kpome nepenadun npocTtoro TekCrta, meeTca BO3SMOXKHOCTb NepenaBaTtb d)aﬁﬂbl.

OcHoBHble coBeTbl N0 6e3onacHol paboTe € 3/1eKTPOHHOM NOYTOIA:

1. Hapgo BbibpaTb NpaBW/bHbLIA MNOYTOBbLIN CepBUC. B WHTEepHeTe ecTb OrpoMHbIl  BblGOpP
6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO /yyLle A0BEPATb TEM, KOTO 3HAELLb U KTO NEPBbIN B PEUTUHTE;

2. He yKasbiBaihi B /IMYHOM MouTe AMYHYyO WHPopmaumio. Hanpumep, nydwe Bbi6paTh
"My3blKanbHbIN_paHat@" nnm "pok2013" BmecTo "Temall";

3. Ucnonb3yih ABYX3TanHyl aBTOPM3auMIO. DTO Koraa MOMMMO MapoaAa HYXHO BBOAUTb KOA,
npucblnaemoin no SMS;

4. Bblbepn CNOXKHbIM Naposb. [N KaxkAoro noyToBOro AlWMKa A0MKEH OblTb CBOM HaZeXHblIM,
YCTOMYMBbIM K B3/TIOMY Mapo/ib;

5. Ecnm ecTb BO3MOXKHOCTb HanmcaTb Camomy CBOWM INYHbIN BOMpocC, MCI'IO}'Ib3yVI 3TY BO3MOXHOCTb,

6. Micnonb3yit HECKONIbKO MOYTOBbIX ALWMKOB. MMepBbl A1 YAacTHOW MEepPEenucKku ¢ agpecaTamu,
KOTOpPbIM Tbl AO0Bepselb. ITO 3/EKTPOHHbIA aApec He Hago MCNoAb30BaTb NPU perncrpauuu Ha
dopymax n canTax;

7. He oTKpbiBalt Gainibl M Apyrue BAOXKEHMA B NMUCbMaX, AaXKe €CAN OHM NPULLAN OT TBOUX APY3EN.
Jlyylie yTOUYHM Y HUX, OTNPABAAAN N OHW Tebe 3Tn dalinbl;

8. MNMocne oKoHuyaHMA paboTbl Ha MOYTOBOM CepBMUCE Mepes 3aKpPbiITUEM BKAAAKM C CalTOM He
3abyab HaxaTb Ha "BbiTi".



KubepbynnuHr unm suptyanbHoe nspesatebCTeo

KnbepbynnuHr - npecnesoBaHWe COOOLIEHUAMM, COAEpHKalMMKM OCKOPOAEeHUA, arpeccuio,
3anyrmsaHume,; XyanraHCTeo,; counasibHoe 6OVIKOTMpOBaHMe C MOMOLbIO Pa3/INYHbIX NHTEPHET-CEepPBUCOB.

OcCHOBHble coBeTbl N0 bopbbe ¢ KnbepbynanHrom:

1. He 6pocatica B 60i. Jlyywimin cnocob: NocoBeTOBaTLCA Kak ceba BECTU U, eC/IN HET TOro, K KoMy
MOXHO 06paTuUTbCA, TO BHayane YCMOKOMUTbCA. ECAM Tbl HayHelwb OTBeYaTb OCKOPOBAEHMAMM Ha
OCKOpO1eHMSA, TO TO/IbKO elle 6oblue Pa3oXKKelb KOHP/IUKT;

2. Ynpasnsu csoel KubeppenyTtaumen;

3. AHOHMMHOCTb B CeTM MHUMasA. CyLlecTBYIOT CNocobbl BbIACHUTb, KTO CTOUT 3a aHOHUMHbIM
aKKAyHTOM;

4. He cTouT BECTU XY/AUTAHCKUIA 06pas BUPTyanbHOW KU3HWU. NHTepHeT dUKCUpyeT Bce TBOU
[EeNCTBUA U coXpaHAET ux. Yaanute ux byaeT KpaiHe 3aTPyAHUTENLHO;

5. Cobntopaii CBOKO BUPTYaIbHYIO YECTb CMOJIOAY;

6. WUrHopupyh eauHuuHbIA HeratuB. OAHOPA30Bble OCKOPOUTENbHblE COOOLLEHUS Ayylue
urHopuposaTb. O6bIYHO arpeccus NPeKPaLLaeTcs Ha Hauya bHOW CTaguu;

7. baH arpeccopa. B nporpammax 0bMeHa MIHOBEHHbIMMU COO6LLI,EHVI‘FIMVI, B COUMaNbHbIX CeTAX
€CTb BO3SMOXHOCTb 6ﬂOKMpOBKM OoTnpaBKu COO6LLI,€HMﬁ conpegeneHHbIX agpecos,

8. Ecv Tbl cBuAaeTenb KnbepbynnuHra. TBou OeUCTBUS: BbICTYNUTb NPOTMB Npec/ienoBaTens,
MOKasaTb emy, YTO ero AeWCTBUA OLEeHWMBAOTCA HEraTMBHO, NOALEP’KATb MKepPTBY, KOTOPOW HYXKHA
NCUX0I0TMYECKan NOMOLLb, COOBLINTL B3POC/bIM O GpaKTe arpeccCMBHONO NOBEeLEHUA B CETU.

Mo6unbHblii TenepoH

CoBpemeHHble cMapTdOHbl M MNaHWeTbl coaepykaT B cebe BMonHe B3pOCablA QYHKUMOHAA, U
Tenepb OHW MOTYT KOHKYPMPOBAaTb CO CTALMOHAPHbIMU KoMMNbloTepamu. Of4HAKo, CPeACTB 3aWwmTbl gan
NoA06HbIX YCTPOMCTB NOKa O4YeHb Masio. TecTMpoBaHME U MOUCK YA3BMMOCTEN B HUX MPOUCXOAUT He TaK
WHTEHCUBHO, KaK gna MK, To ke camoe KacaeTcss U MOBUIbHBIX NPUIONKEHWN.

COBpEMEHHbIe MOBUNbHbIE 6pay3epb| Y*Xe MPaKTU4eCKn AO0rHasim HaCto/ibHble aHan0rm, oaHaKo
pacwumnpeHune (I)yHKLI,MOHaﬂa B/1IeYeT 3a coboit 6OJ'IbLL|yIO CNNOXKHOCTb U MEHBLLWYIO 3alUNLWLEHHOCTD.

[Janeko He Bce npousBoguTeNM BbIMyCKalOT O6HOBJ'IEHMF|, 3aKpbiBakowmne Kputnyeckue
YA3BUMOCTU ANA CBOUX yCTpOﬁCTB.

OcHOBHble coBeTbl ANA 6e30nacHOCTN MOBUIbHOTO TEJ'IEd)OHaZ

Huyero He ABnAeTca no-HacToAwemy 6ecnnaTtHbIM. byab ocTopoXKeH, Begb Korga Tebe
npegnaratoTt 6ecnnaTHbIl KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KAKMe-TO NaiaTHble YCNYTK,

[dymai, npexge yem oTnpasutb SMS, ¢oTo MM Bugeo. Tbl TOYHO 3HaeElWb, rAe OHW ByayT B
KOHeyHoMm utore?

Heob6x0aMM0 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMapTHOHa;

Mcnonb3yii aHTUBMPYCHbIE NPOrpaMmmbl 418 MOBUAbHbIX TenedoHOB;



He 3arpyxall nNpuIOXKeHUs OT HEeU3BECTHOr0 WCTOYHMKa, BeAb OHW MOTYT COAEepKaTb
BpeAOoHOCHOe NporpammHoe obecneyeHue;

MNMocne Toro Kak Tbl BbliAelWwb C caiATa, rae BBOAM JIMYHYIO MHOPMALUIO, 3aiaM B HACTPOMKK
6pay3sepa un yganu cookies;

Mepuoanyeckn Nposepan, Kakne naaTHble YCIyrn aKTMBMPOBaHbI Ha TBOEM HOMEPE;

[asali cBOM HOMep MObuAbHOrO TenedpoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAEWb M KOMY
[oBepAaeLlb;

Bluetooth ponxeH ObITb BbIKAKOYEH, Korga Tbl MM He nosb3yewbcsa. He 3abbiBat MHOrAa
npoBepATb 3TO.

Online urpbl

CoBpemeHHble OHMalH-Urpbl - 3TO KPACOYHble, 3axXBaTbiBalolWMe pass/ievyeHus, obbeanHsaowme
COTHM TbICAY YeI0BEK MO BCeMy MUpPY. Mrpoku nccneayroT AaHHbIN UM MUp, 0bLwatoTca Apyr C APYrom,
BbIMO/IHAIOT 3afaHWUA, CPAXKAOTCA C MOHCTPAMM M MOAYYAOT OMbIT. 33 YAOBO/JbCTBUE OHM NAATAT:
MOKynatoT AWCK, ONNAa4YNBAOT aDOHEMEHT MM NPUOBPETAIOT KaKMe-To ONLUK.

Bce 3Tn cpefcTBa MAyT Ha NoageprkaHuWe U PasBUTME WUIPbl, @ TaKKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3ALLMM, BbIMYCKAIOTCA HOBble MNatyM (UmdpoBble 3annaTkv Ans
nporpammy), 3aKpbiBarOTCA YA3BUMOCTU CEPBEPOB.

B I'IO,CI,06HbIX nrpax CTout onacatbCA HE CTOJIbKO CBOUX CONEPHUKOB, CKOJZIbKO KpaxXXu TBOEro
napoaAa, Ha KOTOPOM OCHOBAHa CUCTEéMa aBTOpU3aunn 60/bWMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UrpoBOro akkayHTa:

1. Ecnm gpyroit urpok Beget ceba naoxo uam cosgaeTt Tebe HenpUATHOCTK, 3abOKMPYHA ero B
CMWCKE UTPOKOB;

2. |_|O)Kal'lyl7ICﬂ AOMUHUCTPATOPaM Urpbl HA Na0Xoe noseaeHune 3TOro Urpoka, XenatesbHo
NPUNOXNUTb KaKMe-TO A0Ka3aTe/IbCTBa B BUAE CKPUHOB;

3. He yKasbiBai IMYHY0 MHPOpMaLMio B Npodaiine urpbl;
4. YBarKai gpyrnx y4acTHMKOB MO Urpe;

5. He ycTtaHaBnMBai HeopuuManbHble Natym U Moapbl;

6. icnonb3yii CNoXKHble U pasHble Napou;

7. Jaxke BO BpemAa Urpbl He CTOMUT OTK/YaTb aHTUBUPYC. [MOKa Tbl urpaews, TBOM KOMnNblOTEP
MOTyYT 3apa3sunTb.

POUWNHT uan KpaXa INYHbIX AdHHbIX

O6bIYHOM KpaXken AeHer U AOKYMEHTOB CErofHA YKe HUKOro He yAMBMILb, HO C pa3BUTUEM
WUHTEPHET-TEXHONOTUI 3/10YMbILLNEHHUKM MEepemecTUIMCb B WHTEPHET, W MPOAO0/KaloT 3aHMMaTbCA
"nobumbim" genom.

TaK nosBMnacb HOBas Yrpo3a: MHTEPHET-MOLLIEHHNUYECTBA MAM PULLMHT, TNaBHasA LeAb KOTOpPOro
COCTOUT B MNOJYYEHUN KOHPUAEHUMANbHBIX AaHHbIX MOAb30BaTeNel - NOrMHOB WM naponeit. Ha
aHrAnickom asbike phishing untaetca Kak ¢puwuHr (ot fishing - pbibHana nosaa, password - naponsb).



OcHoBHble coBeTbl N0 6opbbe ¢ puwmnHrom:

1. Cnegu 3a cBOMM aKkayHTOM. Ecam Tbl mogo3peBaellb, YTO TBOA aHKeTa Oblna B3/sioMaHa, TO
HeobxoaMmo 3ab610KMPOBaTL ee U COOBLLNTL aAMUHMCTPATOPaM pecypca 06 3TOM Kak MOXKHO CKopee;

2. Nicnonb3yi 6e3onacHble Beb6-caliTbl, B TOM YMUC/IE, UHTEPHET-MarasmHOB M MOUCKOBbIX CUCTEM;

3. Wcnonb3yi CNoxHble W pasHble naponn. Takum obpasom, ecnm TebA B3NOMAlOT, TO
3/I0YMbILUZIEHHUKM NO/YyYaT AOCTYN TO/IbKO K O4HOMY TBOEMY NMPOGUIIIO B CETU, @ HE KO BCEM;

4. Echn Teba B3nomanu, TO HeobxoAMMO npeaynpeauTb BCEX CBOMX 3HaKOMbIX, KOTopble
nobasneHbl y Tebs B Apy3bAX, O TOM, YTO Tebs B3/IOMasn U, BO3MOXKHO, OT TBOEro MmeHu byaer
pPaccbINATbCA CMNaM M CCbIJIKM Ha ULLIMHIOBbIE CalTbI;

5. YcTaHoBM HagexHbi naposb (PIN) Ha MoBUNbHbIV TenedoH;
6. OTKNIIOUYM cOXpaHeHMe Napons B 6paysepe;

7. He oTKkpbiBait dpainbl U gpyrue BAOKEHMA B MMCbMaX, Aa*Ke eC/iM OHWU NPULWAKN OT TBOUX ApYy3eil.
Jlydlue yTOYHU y HUX, OTNPABAAAN N OHW Tebe 3Tn daiibl.

Uundposasa penyraums

UndposBana penytauma - 3TO HeraTMBHas MWW MO3UTMBHAA MHOoOpmauMs B ceTu o Tebe.
KomnpomeTupytowan WHPoOpMaums, pasmelleHHas B WHTEpPHEeTe, MOXeT cepbe3HbiM obpasom
OTpa3sUTbC Ha TBOeN peanbHOM Xu3HU. "UndpoBasa penyTtauma" - 3TO TBOM MMUAONK, KOTOPbIN
dopmupyeTca us nHpopmaumm o Tebe B UHTEpHETE.

TBoe MecCTo XMUTenbCTBa, y‘-le6bl, TBOE d)VIHaHCOBOe nonoxeHue, 0ocobeHHoCTH XapaKTtepa u“
PacCKasbl O 6./1M3KKX - BCe 3TO HaKan/MBaeTca B CETM.

MHorve noapoCTKM NErKOMbICIEHHO OTHOCATCA K Ny6aAMKauuMu AnyHoOM WHPopmauumn B
MHTepHeTe, HE MOHMMAas BO3MOMKHbIX MOCAeACTBMI. Tbl Aa)Ke HE CMOMKelWb A0rafatbCA O TOM, YTO
¢doTorpadumn, pasmelleHHasa 5 1eT Hasag, cTana NPUYMHOM OTKasa NPUHATL TebA Ha paboTy.

KommeHTapum, pasmelieHme TBoux ¢oTtorpaduii U apyrme AencTBUA MOTYT HE MCYE3HYTb OaKe
nocae Toro, Kak Tbl UX yAanuwb. Tbl He 3HaeLWb, KTO COXpaHUA 3Ty MHbOPMALMIO, Nonana M OHa B
NMOMCKOBbIE CUCTEMbI U COXPaHWUNACh NN OHa, a FNaBHOE: YTO NogymMatoT o Tebe OKpy:Katowme oau,
KoTopble HanAayT U YBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO NIET CNYCTA CMOKET Ntobol - KaKk 13 fo6pbIx
nobyKaeHWi, TaK U C HAMEPEHMUEM NPUYUHUTL Bped,. ITO MOXKET BbITb KTO YyrogHo.

OcHOBHbIe COBETbI M0 3aLWmTe UndpPoBOI penyTaumu:

1. Moaymali, npexage Yyem yto-To NybAnKoBaTb M NepepnasaTtb y cebs B 610re AN B COLMANbHOM
ceTu;

2. B HacTpoliKax npoduns ycTaHOBM OrpaHMYEHMA Ha NPOCMOTp TBoero npoduna M ero
coaepXKMmoro, caenan ero Tonbko "ana apysen”;

3. He pa3smellait 1 He yKasbiBait MHPOPMALMIO, KOTOpaa MOMKeT Koro-nMbo ockopbnsate wau
obuKatb.

ABTOpCKOE NpaBo

COBpeMeHHbIe LWWKOJIbHUKWN - aKTUBHbIE NOJ1Ib30BATE/IN LI,Md)pOBOI'O NPOCTPaHCTBA. OpaHako ganeko
He BCe 3HaloT, YTO NO0/ZIb30OBaHME MHOTMMU BO3MOXKHOCTAMMU LI,Md)pOBOI'O MUpa Tpe6yeT CO6J'IIO,CI,€HMFI



npaB Ha UHTE/IIEKTYa IbHYI0 COBCTBEHHOCTb.

TepMuH "MHTEeNNeKTyanbHaa cObBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YEN0BEYECKOTO
YMa, Ha4yMHaA C HOBbIX N306peTeHNI M 3HaKOB, 0603HaYaOLWMX COBCTBEHHOCTb Ha NPOAYKTbI U YCAYTK, U
3aKaH4YMBaA KHUramu, potorpadpuamm, KUHOPUAbMAMU U MY3bIKaNbHBIMU NPOU3BEAEHUAMM.

ABTOpCKMe npaBa - 3TO NPaBa Ha WHTENEKTYa/ibHY0 COBCTBEHHOCTb HAa NPOM3BEAEHUA HaYKMK,
nmTepaTtypbl M UCKyccTBa. ABTOPCKME MpaBa BbICTYNaldT B KayecTBe rapaHTMM TOro, 4TO
WHTENNEKTYasIbHbIN/TBOPYECKUIA TPyA aBTopa He O6yaeT HampacHbiM, AacT emy cnpaseg/vBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/ibTaTax CBOEro TpyAa, NOAYyYUTb M3BECTHOCTb U NMpu3HaHue. HUKTO
6e3 paspelleHUa aBTopa He MOXXET BOCMPOU3BOAUTL €ro MpousseaeHne, pacnpocTpaHaTb, Ny6ANYHO
[eMOHCTpUpoBaTb, MNpoAasBaTb, WMMOPTUPOBATb, MyCKaTb B MNPOKaT, MybAMYHO WMCMO/HATD,
MOKasblBaTb/MCNOAHATbL B 3dMpe nam pasmeLllatb B MHTepHeTe.

Ncnonb3oBaHuMe "nupatckoro” nporpammHoro obecneyeHmnsa mMoxKeT NPUBECTU K MHOTMM PUCKaM:
OT MOTEepPW [AaHHbIX K TBOMM aKKayHTaM A0 OJ/IOKMPOBKM TBOEro YCTPOWCTBA, rAe YCTaHOB/EHa
HeneranbHas nporpamma. He cTouT Takke 3abbiBaTb, UYTO CYyLIECTBYIOT JlerajibHble M bHecnnaTHble
NPOrpammbl, KOTOPbIE MOXHO HAWTK B CETU.

O noprane

CeTeBVI‘-IOK.pCb - TBOW rNaBHbI COBETYMK B CETW. 3pecb Tbl MOXKeLb Y3HaTb O 6€e30MacHOCTM B CETU
NMOHATHbIM U AOO0CTYMHbIM A3bIKOM, a NP BO3HUKHOBEHUU KpMTquCKOVI CnTyauun 06paTMTbCF| 3a
coBeToM. A TaKKe NMPUHATDb y4acCTne B KOHKYPCax U CTaTb CamMbiM Ll,Md)pOBbIM l'pa)'Kﬂ,aHVIHOM!

MpunnoxkeHne N 3
NAMATKA oNA POOUTENEN O UHGOPMALIMOHHOW BE3ONACHOCTU AETEN

OnpegeneHne TepmmHa "MHbOPMaUMOHHan 6esonacHOCTb geTen" cogepxutca B PegepanibHoOm
3akoHe N 436-®3 "O 3awmTe geten oT MHPopMaLMK, NPUYNHAIOWEN Bpes, UX 340P0BbIO U pa3BuTUIo",
PeryavpyomMm OTHOLEHWA, CBA3AHHbIE C 3aWMUTON AeTel OT MHPOopMauun, NPUUYMHAIOWEN Bpes, UX
340p0oBbIO0 U (MAK) passutuio. CornacHo gaHHOMY 3aKOoHY "MHbOopmaunoHHas 6esonacHocTb geten” -
3TO COCTOAHME 3aLMLLEHHOCTM, MPU KOTOPOM OTCYTCTBYET PWCK, CBA3AHHbIA C MPUYMHEHUEM
MHpOpMaLMel Bpeaa Ux 340P0BbI0 U (MAKn) GU3MYecKomy, NCUXMYECKOMY, AYXOBHOMY, HPAaBCTBEHHOMY
pasBuTHIO.

B cuny ®epepanbHoro 3akoHa N 436-P3 nHpopmaumelt, NpUYMHSAIOWEN Bpes, 340p0BbI0 U (MK)
pPa3BUTUIO AETEN, ABNAETCA:

1. nHdopmauuma, 3anpeLleHHan ANA PAcNPOCTPaHEeHUA cpeaun AeTel;

2. uMHObOpMmauMA, PpacnpocTpaHeHWe KOTOpPOM OrpaHWYeHO cpeau peTeil  onpeaesieHHbIX
BO3PACTHbIX KaTeropui.

3. K MHbopmaLmm, 3anpelLeHHo gna pacnpocTpaHeHUa cpegm AeTei, OTHOCUTCA:

4. nidopmaumsa, nobyxaatolwan AeTel K COBEPLUIEHUIO AEeNCTBUN, NPeACTaBAAIOWMX Yrpo3y MX
¥KU3HU 1 (MNK) 340POBbLIO, B T.U. NPUYMHEHUIO Bpeaa CBOeMY 340P0Bbi0, CamoybuincTay;

5. cnocobHOCTb Bbi3BaTh Yy AETEﬁ XenaHue yI'IOTpe6MTb HapKoTn4yeckne cpeacrtsa, NCUXOTPONHbIE
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n (wan) oaypmaHuBatlowMme BellecTBa, TabauyHble W34eNUA, aNKOTONbHYH U CMMPTOCOZEPIKALLYIO
NPOAYKLUMIO, MMBO M HANWUTKM, M3roTaBAMBAEMbIE HA €0 OCHOBE; MPUHATb y4acTMe B a3apTHbIX Urpax,
3aHUMaATbCA NPOCTUTYLMEN, BPOAANKHNYECTBOM UM NOMNPOLLANHNYECTBOM;

6. 060OCHOBbIBAIOWAA MM OMPaBAbIBAOLWAA AOMYCTUMOCTb HacuamMa U (UK) KecTokocTu Anbo
noby»KAatoLLan OCyLWEeCTBAATb HACUIbCTBEHHbIE AEVCTBMA MO OTHOLEHWIO K JIIOAAM U Y KUBOTHbIM;

7. oTpuuUatoLLan ceMeliHble LEHHOCTU U GOPMUPYIOLLAA HEYBaXKEHUE K poaUTENAM U (UAK) gpyrum
YsieHam cemby;

8. onpasabiBatoLLan NPOTUBOMNPABHOE NOBEAEHUNE;
9. cofeprKalasn HeLleH3ypHYto bpaHb;
10. cogeprKawan MHpopmaLmMio NopHorpadrMyYecKoro xapakrepa.

K MHbopmaumm, pacnpocTpaHeHre KOTOPOW OrpaHUYeHo cpean AeTei onpesesieHHOro Bo3pacra,
OTHOCUTCA:

1. MHd)OpMaLI,VIFi, npegcraBnaeman B suae M306pa)'KEHI/I’r'I NN ONNCaHNA XKECTOKOCTH, d)MBM‘-IeCKOI'O
n (MI'IM) NCUXUYECKOIro HacnaunAa, npectynaeHna nam nHoro aHTI/IO6LLI,ECTBEHHOI'O ,D,EVICTBMH}

2. BbI3bIBAOLLAA Y AETEN CTPaX, Y»Kac AW MaHWUKY, B T.4. MpeAcTaBAsemMas B BUAE M300parkeHus
WX OMUCAaHWS B YHWKAIOLLEM YesloBeYeCKoe [AOCTOMHCTBO (OpMe HEeHaCUIbCTBEHHOW CMepTy,
3aboneBaHuA, caMoybuiicTBa, HECYACTHOrO CayYan, aBapuu UAK KatacTpodbl U (MAK) UX NOCNeACTBUIA;

3. npeAacTaBaseman B BUAE M306paxKeHUa UAM onmucaHnA NoJsioBbIX OTHOLLUEHNI MeXAY MYKUYNHOW
U XKeHLWMHOM;

4. coaep:Kallan 6paHHble C/I0Ba U BbIPaXKeHUs, He OTHOCALMECS K HeLLeH3YpHOM BpaHu.

C yuyeTom 3TOoro Bam npeanaratotcs npaBuna pabotbl B ceT WHTepHeT ANA pPasaUyHbIX
BO3PAaCTHbIX KaTeropuii, cobatogeHme KOTopbix NO3BOAUT obecneuynts MHGOPMALMOHHYIO 6e3onacHOCTb
BalUUX AeTen.

O6wue npasuna ana pogureneu

1. Hesasucumo ot BO3pacTa pe6eHKa MCI'IOIIb3yﬁTE nporpammHoe OGECI‘IE‘-IEHME, nomorakuiee
d)VII'IprOBaTb N KOHTPOJIMPOBATb MHd)OpMaLI,MPO, HO He nonaramTecb MOJIHOCTbIO HA Hero. Bawe
BHMMaHME K pe6eHKy - [1aBHbIN MeTOoA 3alunThbl.

2. Ecam Baw pebeHOK MMeeT aKKayHT Ha OAHOM W3 coumanbHbiXx cepsBucoB (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTENbHO W3yuMTe, KaKylo WHOOPMAUMIO MOMELLAOT €ero
YYaCTHUKM B CBOMX Npodunax u baorax, BKAoyas ¢poTtorpadmm n Buaeo.

3. MpoBepbTe, C KaKMMKU APYrMMW CalTamu CBA3aH COLMaNbHbIA cepBUC Balwero pebeHKa.
CTpaHnukn Bawero pebeHKa moryT 6biTb 6€30MacHbIMM, HO MOTYT M CcoAepaTb CCbIIKUM Ha
HeKenaTesbHble M onacHble calTbl (Hanpumep, MOPHOCAWT, UAWU CAalT, Ha KOTOPOM Apyr ynoMuHaeT
Homep coToBoro TenepoHa Bawero pebeHka nam Baw aomaluHuit agpec)

4, MNoowpaAnTe Bawwux geTeit cooblatb 060 BCEM CTPAaHHOM UKW OTTA/IKUBAIOLWEM U HE CANLLKOM
OCTPO pearvpyiiTe, Koraa OHW 3TO AeNaloT (M3-3a onaceHMsa NOTepATb AOCTYN K WMHTepHeTy AeTn He
roBOpPAT poguTeNAM O Npobemax, a TaKKe MOryT HauyaTb MCNO/b30BaTh MIHTEPHET BHE A0Ma U LUKObI).

5. byabTe B Kypce CeTeBOM MU3HU Bawero pebeHKa. MHTepecyiiTech, KTO UX Apy3bsA B NHTepHeT
TaK }Ke, KaK MHTepecyeTecb peaibHbIMU APY3bAMM.



Bospacr ot 7 po 8 ner

B MHTepHeTe pebeHOK cTapaeTcA NOCETUTb Te UM UHbIe CaliTbl, @ BO3MOXHO W YaTbl, paspelueHne
Ha nocelleHMe KOTOPbIX OH He nosayymn 6bl OT poauteneit. NosTomy poauTensim ocobeHHO Noe3Hbl
6yayT Te OT4YeTbl, KOTOpble MPEeAOoCTaBAAOTCA MPOrpaMmamMu MO OrPaHUYEHUIO MCMO/b30BaHUA
MHTepHeTa, T.e. POAMTENbCKMIA KOHTPOb UM TO, YTO Bbl CMOXETE YBMAETb BO BPEMEHHbIX daiiax. B
pesynbTtaTe, y pebeHKa He 6ydeT OLULyLIEHUA, YTO 3@ HUM BeAEeTCA MOCTOAHHbIN KOHTPO/b, OAHAaKO,
poautenn byayt no-npexHemy 3HaTb, Kakue caiTbl nocewaet ux pebeHoK. Jetn B 4aHHOM Bo3pacTe
061a4al0T CUAbHBLIM YYBCTBOM CEMbM, OHW A0BEPUYMBbLI U HE COMHEBAlOTCA B aBTopuTeTax. OHU NobAaT
UrpaTb B CETEBbIE UrPbl U MYTELIECTBOBATb MO MHTEPHETY, MCMO/b3yA 3/EKTPOHHYIO MOYTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

CoBeTbl N0 6e3onacHOCTM B ceT MHTepHeT ana aeten 7 - 8 net

1. Co3paiiTe CNMCOK AOMALLHMX NpPaBuUa noceleHns MHTepHeTa nNpu y4acTum ageten un Tpebyiite
€ro BbIMOJIHEH M.

2. Tpebyiite oT Bawero pebeHKa cobnogeHNA BPEMEHHbIX HOPM HAXOXAEHMA 32 KOMMbIOTEPOM.
MoKaxkuTe pebeHKy, 4To Bbl HabaogaeTe 3a HUM He NOTOMy YTO Bam 3TO xoyeTcs, a NOTOMy YTO Bbl
HecnokouTech 0 ero 6€30nNacHOCTU U BCErAa roToBbl eMy NOMOYb.

3. KomnbloTep € noakaodeHUem K MHTepHeTy [OO/IXKeH HaxoAauTbca B 06lielt KoMHaTe nog,
NPUCMOTPOM poauTenei.

4, MCI'IOI'Ib3y17ITe cneunanbHble AETCKNE MOUCKOBbIE MaLLUUHDbI.

5. MCI'IOI'Ib3y17ITe cpeactea 6ﬂOKMpOBaHMH HEeMXeNaTe/IbHOro KOHTEHTA KaK A0MNOoJIHEHUE K
CTaHAapPTHOMY POAVITe}]bCKOMy KOHTPO1O.

6. Co3panTe CeMenHbIN 3MEKTPOHHbIN AWMK, YTOOblI HE NO3BONUTL AETAM MMETb COOCTBEHHbIE
aapeca.

7. BI'IOKMpyVITe AoCTyn K caitam c 6ecnnatHbIMM MOYTOBLIMU AWNMKaMn C NoOMOoLlbto
COOTBETCTBYHOLWENO NPOrpaMmMHOro obecneyeHus.

8. MpuyunTte fetei coBeToBaTbCA C Bamu nepep onybankoBaHMeM KakoW-n1Mbo MHbopmaLmm
CPeAcTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PErUCTPALMOHHBIX GOPM M Npoduien.

9. HayuuTe aeTeit He 3arpy»KaTtb $aiifibl, NPOrpammbl UAN My3biKy 6€3 BalLero cornacus.
10. He paspewaliTe AeTAM UCNONb30BaTb C/YKObl MTHOBEHHOIO 06MeHa CO0bLLEHNAMMU.

11. B "6enbli" cNUCOK calToB, paspeLleHHbIX 418 NOCeWEHNN, BHOCUTE TO/IbKO CalTbl C XOpOLLEen
penyTtauue.

12. He 3abbiBaiiTe 6ecegoBath ¢ AeTbMM 06 MX APY3bAX B MHTepHeTe, Kak ecam 6bl peyb waa o
APY3bsAX B PeaSIbHOM KU3HM.

13. He pgenaite "Taby" M3 BOMPOCOB NONOBOW XM3HW, TaK Kak B MIHTepHeTe AeTU MOryT Nerko
HATKHYTbCA Ha NopHorpaduio nau cantbl "ana B3pocabix”.

14. MpuyumTe Bawero pebeHKka cooblatb Bam O Nt06bIX yrpo3ax WaM TpeBorax, CBA3AHHbIX C
MHTepHeTom. OcTaBaliTeCcb CMOKOWHbIMM M HaMOMHWUTE AETAM, YTO OHM B 6€30MacHOCTU, ec/iM Camu
paccKkasanu Bam O CBOMX TpeBorax. [loxBaauTe MX W NOCOBETyWTe MOAONTM elle pa3 B NoAo6HbIX
cnyyanx.



Bospacr aereit ot 9 go 12 ner

B naHHOM BO3pacTe AeTH, KaK NPaBU/O, Y¥Ke HaC/bllaHbl O TOM, Kakas MHPOpMaLMa cyllecTByeT
B NHTepHeTe. CoBepLLUEHHO HOPMaabHO, YTO OHM XOTAT 3TO YBUAETb, NPOYECTb, yCabiwaTb. Mpn aTom
HY>HO MOMHWTb, YTO AOCTYM K HeMKenaTteNbHbIM MaTepuanam MOXKHO Nerko 3abaokupoBaTb nNpwu
NMOMOLLM CpeacTB POANTENbCKOrO KOHTPOA.

CoBeTbl No 6be3onacHocTu ana geteit ot 9 go 12 net

1. Co3pgaliTe CMMCOK AOMALLHUX NPaBUA nocelleHna NHTepHeT npu yyactum geten n TpebyiTe ero
BbIMNO/IHEHUA.

2. TpebyiiTe oT Bawero pebeHka cobnoaeHnA HOPM HAaXOXKAEHUA 32 KOMMNbIOTEPOM.

3. Habntopavite 3a pebeHKom npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, 4To Bbl 6ecnokounTech
0 ero 6e30MacHOCTU 1 BCEraa rotoBbl OKasaTb eMy NMOMOLLb.

4. KomnbloTep C MNoAkaloyYeHnem B WMHTepHeT [0/KeH HaxoAuTbcA B 0bLieit KomHaTte nop,
NPUCMOTPOM poauTenei.

5. MCHOﬂb3yVITe cpeactea 6ﬂOKMpOBaHWr'I HEMXEeNNIaTe/IbHOINr0 KOHTEHTA KaK A0MNOoJIHEHUE K
CTaHAapTHOMY PO,D,VITeﬂbCKOMy KOHTPO1O.

6. He 3abbiBailTe MPUHMMATL HEMOCPEACTBEHHOE YyyacTMe B KM3HW pebeHKa, beceposaTb C
AeTbMK 06 Mx Apy3bax B MHTepHeTe.

7. HacrauBaliTe, 4TObbl AETM HMUKOrAA He COrNalanncb Ha JIMYHbIE BCTPEYU C APY3bAMM MO
UHTepHeTy.

8. MNo3BonANTe AETAM 3aX0AUTb TO/IbKO Ha caliTbl U3 "6enoro" cnmucka, KOTOpbIii CO34alTe BMecTe
C HAMMU.

9. MpuyunTe peTell HUKOrAa He BblgABaTb JNYHYIO MHOOPMALMIO CPEACTBAaMM 31EKTPOHHOWM
NnoyTbl, YaToB, CUCTEM MIHOBEHHOrO OBMeHa COOBWEHUAMM, PErUCTPALMOHHLIX GOPM, NNYHBIX
npodounel n Npu perncTpaummn Ha KoHKypcbl B MHTepHeTe.

10. NpuyumnTe aeTei He 3arpy:kaTb Nporpammbl 6e3 Bawero paspeweHuns. O6bACHUTE UM, YTO OHM
MOTYT C/ly4aiHO 3arpy3uTb BUPYCbl UK APYTroe HeXKenatebHoe NporpammHoe obecneyeHme.

11. Co3gaitTe Bawemy pebeHKy orpaHMYeHHYI0 y4eTHYIO 3anm1ch 418 paboTbl Ha KOMNbloTepe.

12. MpuyunTe Bawero pebeHKa cooblatb Bam O Nt06bIX yrposax WaM Tpesorax, CBA3AHHbIX C
NHTepHeTOoM. HanomHuTe aeTam, 4To OHM B 6€30MacHOCTM, €C/M CaMW pacckasalan Bam O CBOMX
TpeBorax v onaceHusx.

13. PacckaxkuTe aetam o nopHorpaduu B MHTEpHETE.

14. HactamBaliTe Ha TOM, yTObbI AeTn Npenoctasnann Bam A0CTyn K CBOEM 3J'IEKTpOHHOﬁ noyre,
YyTObbI BbI y6eLI,MJ'IMCb, YTO OHUN HE O6LU,aPOTCF| C HE3HAaKOMUamu.

15. O6bacHuTe AeTAM, 4YTO HeNb3A WUCNOo/Ib30BaTb Ce€Tb ANA XYAUTaHCTBA, PACNPOCTpPpaHeHUA
cnneTteH uaun yrpos.

Bospacr geteiti ot 13 go 17 net



B a3Ttom BO3pacTe MNOAPOCTKM aKTUBHO WCMO/Ib3YIOT MOMCKOBblE MaLUMHbI, MOAb3YOTCA
3/IEKTPOHHOM NOYTOMN, CAyKOamM MIHOBEHHOIO 06MeHa CoobLEeHNAMUN, CKAYMBAIOT MY3bIKY U GUIbMBbI.
Manbuynkam B 3TOM BO3pacTe HO/blue NO HPaBy CMETaTb BCE OFPaHUYEHMA, OHW KaxayT rpyboro
FOMOPA, a3aPTHbIX UTP, KAPTUHOK "ana B3pocabix". [leBoukM npeanounTatoT obwaTbca B 4aTax, Npu 3Tom
OHM ropasao 6osee YyBCTBUTE/IbHbI K CEKCYa/IbHbIM AOMOraTeibcTBam B MIHTepHeTe.

3avacTyto B 4aHHOM BO3pacTe poaMUTENAM Y3Ke BeCbMa C/I0}KHO KOHTPO/IMPOBATb CBOUX AETEN, TaK
Kak 06 WNHTepHeTe OHM y)Ke 3HAT 3HA4YMTENbHO Oonblle CBOMX poguTeneit. Tem He MeHee, He
oTnyckante geteit B '"cBoboaHoe nnaBaHue" no WHTepHety. CTapaiTecb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHka B IHTepHeTe.

BayKHO Mo-nperkHemy cTporo cobtoaate npasuaa MHTepHeT-6e30NacHOCTY - COrnalleHne Mexay
poguTensmm n petbMu. Kpome TOro, HeobXOoAMMO KaK MOMKHO 4Yalle NpocMaTpuMBaTb OTYETbl O
fesatenbHocTn geteli B MHTepHeTe. CneayeT obpaTuTb BHMMaHME Ha HEOBXOAMMOCTb COAepMKaHuA
poaUTENbCKUX Naponel (Maposieit afiMMHUCTPATOPOB) B CTPOroM cekpeTe M 0bpaTUTb BHMMAHME Ha
CTPOroCTb 3TUX Naposie.

CoBeTbl N0 6e30nacHOCTM B 3TOM Bo3pacTe oT 13 o 17 net

1. Co3gaiiTe CNWCOK AOMALIHMX MpPaBuA noceweHna MHTepHeTa Mpu y4acTMM MOAPOCTKOB M
Tpebyiite 6e3ycnoBHOro ero BbiNosiHeHMA. ObBroBopuTe ¢ pebeHKOM CMMCOK 3amnpelleHHbIX calToB
("yepHbIl cnncokK"), yacbl paboTbl B IHTepHeTe, pyKOBOACTBO MO 06LieHMIo B UHTepHeTe (B TOM Yucie B
yaTax).

2. KOMFIbI-OTep C NoAK/NOYEHNEM K CETU MHTepHET AO0/KEH HAaXoanTbCA B 06LI.I,€I‘/‘I KOMHarTe.

3. He 3abbiBaiiTe 6becegoBaTb C AeTbMU 06 UX Apy3bsAX B MHTepHeTe, 0 TOM, YeM OHW 3aHATbI
Taknum obpasom, 6yaTo peyb UAET O APY3bAX B peasNbHOM KunsHu. CnpalumBainTe o NoAaAX, C KOTOPbIMU
OEeTH 0b6LatoTca NnocpeacTBOM CAYyKO6 MrHOBEHHOro obmeHa coobeHnsamm, YTobbl ybeanTbea, YTo 3TH
MOAN UM 3HAKOMBbI.

4, MCﬂOI’Ib3y17ITe cpeAactBa 6ﬂ0KMpOBaHMF| HEeXeNaTte/IbHOro KOHTEHTA KaK AOonoJ/IHeEHNE K
CTaHAapPTHOMY POAMTeﬂbCKOMy KOHTPO/1O.

5. HEOGXOAMMO 3HATb, KaKMMWU YHYaTaMu NOJb3yIOTCA Bawwu getwn. |_|00LI.I,pﬂl7ITe ncnonb3oBaHue
MOo4epUpyembiX 4HaToB U HaCTaVIBal\aTe, yTOObI AETUN He O6Ll.l,aIIMCb B MPUBATHOM peXNMe.

6. HactauBaliTe Ha TOM, 4TOObl AETW HWMKOrAA He BCTPEYA/IMCb JIMYHO C APY3bAMM U3 CeTu
UHTepHeT.

7. Npuyumnte aeTeit He BblAaBaTb CBOK NYHYIO MHOOPMALMIO CPeACTBAMM INEKTPOHHOMN MOYTbI,
4aToB, CUCTEM MFHOBEHHOr0 06MeHa CoOBLEHNAMM, PETUCTPALMOHHBIX GOPM, IMYHBbIX NpoduUneit n npu
perucTpauumn Ha KoOHKypcbl B MHTepHeTe.

8. MpuyunTe aetent He 3arpyKaTb nporpammbl 6e3 Bawero paspelueHna. O6bACHUTE UM, YTO OHU
MOTYT C/ly4aiHO 3arpy3unTb BUPYCbl MK APYTroe HeXKenatebHoe NporpammHoe obecneyeHue.

9. Mpwuyunte Bawero pebeHKa coobwaTb Bam O MO6bLIX Yyrpo3ax MAW TpeBOrax, CBA3aHHbIX C
NHTepHeToM. HanoMHWTe AeTAM, UTO OHM B 6€@30MacHOCTU, ECAN CaMM pacckasanu Bam, O CBOMX yrpo3ax
unu Tpesorax. MoxBaauTe Ux 1 NOCOBETYITE NOAOWTU eLle pa3 B NOA06HbIX CAyYasX.

10. PacckaxuTe getam o nopHorpadum B MHTepHeTe. Nomornte Mm 3aWMUTUTBCA OT Cnama.
HayuuTe NoApOCTKOB He BblAaBaTb B MIHTepHETe CBOEro peasbHOro 31eKTPOHHOro agpeca, He oTBeYaTb
Ha HeyenaTe/ibHble MMCbMa M MCNO/Ib30BaTh CNeLmalibHble MoYTOBble GUALTPDI.

11. Mpuyuute cebs 3HAKOMUTBLCA C caliTaMu, KOTOPbIe NOCELLAoT NOAPOCTKM.



12. Hayunte getei yBarkaTb APYrnx B UHTEpHeTe. YbeamTech, YTO OHM 3HAIOT O TOM, YTO NpaBuaa
XOPOLLEero noseAeHns AeNCTBYIOT Be3e - AaXKe B BUPTya/IbHOM MUpPeE.

13. O6bsAcHUTE AETAM, YTO HM B KOEM C/aydyae Hesb3a Mcnosib3oBaTb CeTb ANs XY/IMFAHCTBa,
pacnpoCcTpaHeHua CnaeTeH UK yrpos 4pYrum A4AM.

14. Obcygmte C NogpoCTKaMu Npobaembl CETEBbIX a3apTHbIX UIP UM UX BO3MOMKHbIA PUCK.
HanomHuTe, 4TO A€TM HE MOTYT UTPaTb B 3TU UIPbl COMNAaCHO 3aKOHY.

MoCTOAHHO KOHTPO/AMpPYMTE Mcnonb3oBaHMe UHTepHeTa Bawum pebeHKom! 3TO He HapyweHwue
ero JMYHOro MNPOCTPAHCTBA, a Mepa NPeLOCTOPOXKHOCTM M npoaBAeHMe Bawel poauTenbcKoi
OTBETCTBEHHOCTU U 3a60ThI.
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