NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C KaXxIpIM TOJOM MOJIOJCKUA B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a MIKOJBHUKU OJHU U3
CaMbIX AaKTUBHBIX IOJb30BaTenedl Pynera. Mexay TeM, NOMUMO OrpPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECEeT W MPOOJEeMBbl. DTa MaMsATKa JIOJDKHA MMOMOYbL TeOe 0Oe30MmacHo
HaXOJUTHLCS B CETH.

KomnbrorepHbie BUpPYyChI

KoMnbroTepHblii BUPYC - 3TO pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIHHON
OCOOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHMIO. B jomosHeHue Kk 3ToMmy,
BUPYCbl MOTYT TOBPEIUTh WM TIOJHOCTBIO YHHUYTOXUTH Bce (aillbl U JaHHBIE,
MOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHH KOTOPOro Oblila 3alyllleHa 3apa)XxeHHasi Iporpamma,
a TaKKe MOBPEAUTh WINM JaK€ YHHUTOXXMTh OINEPAllMOHHYIO CHUCTEMY CO BceMHU (Qailiamu B
1enoM. B 6obIIMHCTBE CilydaeB pacpOCTPaHAIOTCS BUPYChl Yepe3 UHTEPHET.

MGTO)II)I 3alIMTBI OT BPECAOHOCHBIX IMPOTrpaMM:

1. Ucnonb3yil COBpEMEHHBIE OIEPAMOHHBIE CUCTEMBI, MMEIOIIHE CEPhE3HBIN YPOBEHD
3alIUThI OT BPEIOHOCHBIX TPOTPAMM;

2. IlocrossHHO ycTaHaBnmuBai madtu (IUGPOBBIE 3aIlIaTKHA, KOTOPHIE aBTOMATHYECKH
YCTaHABIWBAIOTCS C IIEJIbI0 JOpPA0OTKHM TPOTpaMMbl) H JpyrHe OOHOBJICHHS CBOCH
omnepanroHHoON cucteMbl. CkaunBai UX TOJIBKO ¢ oduimanbHOro caita pazpaborunka OC. Eciamn
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBOEM KOMIIBIOTEPE TOJ MpaBaMU IOJH30BATENsA, a HE aJMHUHHUCTpATOpa.
OTO HEe MO3BOJHUT OOJIBIIUHCTBY BPEJOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCS HA TBOEM
MePCOHATBHOM KOMIIBIOTEPE;

4. Mcnonb3yil aHTUBHPYCHBIC HPOrPaMMHBIC MPOJYKThI HM3BECTHBIX MPOU3BOIAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb GU3NYECKHUI TOCTYN K KOMIBIOTEPY 1151 TOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHENIHWE HOCUTENU WH(MOpMalnuU, Takue Kak duiemika, TucKk uiu (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He OTKpLIBaﬁ KOMIIBIOTCPHBIC (1)a171m>1, IMOJIYYCHHBIC U3 HCHAJIC’KHBIX NCTOYHUKOB. I[axce
TC (baﬁﬂbl, KOTOPLBIC ITPUCIIAlI TBOW 3HAKOMBIH. qume YTOYHH Yy HEI'0, OTIIPABJIAI JIX OH TeOe ux.

Cerun WI-FI

Wi-Fi - 310 He BHJ nepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETro JIHIIb OpeH 1, Mapka. Eie B
1991 rony Huzaepnanjackas kommnanus 3apeructpupoBana Openn "WECA", yto o6o3Hayano
cioBocouetanue "Wireless Fidelity", koTopslif nepeBoauTcs kak "06ecrpoBoiHast TOUHOCTB'.

Jlo Hamiero BpeMeHH Joluia apyras aOOpeBuaTypa, KOTOpas SBISETCS TaKOH ke
TexHosorue. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO TaHO C HAMEKOM Ha CTaHIApT
BhICIIEH 3ByKOBOM TexHuku Hi-Fi, uTo B mepeBoje o3HavaeT "BbICOKAst TOUHOCTH'.

Ja, OecrulaTHBIE MHTEpHET-IOCTYH B Kade, OTENsX M a’dponoprax SBISETCS OTIMYHON



BO3MOKHOCTBIO BbIXOJIa B UHTCPHCT. Ho muoTHE OKCICPThI CUUTAKOT, YTO O6H.[€I[OCTYHHBIG Wi-
Fi ceTu He IBAAIOTCSA OE30MACHBIMHU.

CoBetsl 110 0€30MaCHOCTH pabOThI B 00mIe0CTYMHBIX ceTsix Wi-fi:

1. He mnepenaBaii cBoro nuuHyr0 uHpopManuio uepe3 obdmemoctynubie Wi-Fi cern.
Pa60Ta$1 B HHUX, KXCJIAaTCJIbHO HC BBOAWUTH MMApPOJIU AOCTYyIIA, JIOTHUHBI U KAKHMC-TO HOMEPA,

2. Vcnonb3yih U OOHOBISAN aHTUBUPYCHBIE NpOrpaMMmbl U Opanamayep. TeM caMbIM Tbl
oGe3omacuIb ce0st OT 3aKa4KK BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBanun Wi-Fi otkmoun ¢yaknuio "OOmmi poctyn k aiinam u
npuHtepam". JlanHas (QyHKIuUS 3aKpbITa 1O YMOJIYAHHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENN
aKTUBUPYIOT €€ JUIsl y100CTBa UCIO0JIb30BaHUs B paboTe uin yuebe;

4. He ucnonb3yit nyonauunbii WI-FI ans nmepenaum JIMYHBIX AAHHBIX, HampuMep s
BBIX0/Ia B COLIMAJIbHBIE CETH WJIU B AIEKTPOHHYIO ITOYTY;

5. Ucnonp3yit Tonpko 3amtuiieHHoe coeauHenue udepe3 HTTPS, a we HTTP, T.e. mpu
Habope BebO-ampeca BBOAM uMeHHO "https://";

6. B moObunsHOM Tenedone otkimoun ¢pynkuuio "lTlogkmouenne k Wi-Fi aBTomatnyecku'.
He momyckait aBToMaTHYeCKOTO MOAKIIOYEHUS ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacwusi.

CounajnHble CeTH

ConuanbHble CeTH aKTUBHO BXOJAT B Hally >KHW3Hb, MHOTHE JIIOIU pabOTalOT U KUBYT Tam
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MUJLTHAp] 4YEJIOBEK, YTO SIBISIETCS OIHOM
ceIbMOM BceX KHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNd HE MOHUMAIOT, YTO HH(popMaius,
pa3MelieHHasl UMU B COIIMANIbHBIX CETSAX, MOKET ObITh HalJIeHa M HUCIIOJIb30BaHa KEM YroJHO, B
TOM 4HcJIe He 0053aTeNbHO C OJIaruMHU HAMEPEHHUSIMH.

OCHOBHEIE COBETEHI 110 0E€30IIaCHOCTH B CoHaJIbHBIX CETAX:

1. Orpannub CcHucoK aApy3ed. Y TeOs B Jpy3biX HE JOJDKHO OBITh CIydyalWHBIX U
HE3HAKOMBIX JIFOJICH;

2. 33H.[HH.IEII>1 CBOIO YaCTHYIO KHU3Hb. He YKaSLIBaﬁ mapoJiu, TGHGQ)OHH, aZpeca, 1aTty TBOCTO
POXACHUA U APYT'YIO JIMYHYIO I/IH(1)OpMaI_II/IIO. 3J'IOYMLII_HJ'ICHHI/IKI/I MOTr'yT HCIIOJIB30BAThb HaKC
I/IH(bOpMaI_II/IIO O TOM, KaK Tbl U TBOHU POAUTCIIN IIJIAHUPYCTEC ITPOBECTU KAaHUKYJIbI;

3. Bamuiail cBOIO peryTaluio - AepKHU €€ B UMCTOTE U 3a/aBail cebe BOMpOC: XOTeN Obl
ThI, YTOOBI APYrUe MOJIH30BATENN BUACTH, YTO Thl 3arpyxkaenib? [logymaii, npexae 4yem 4To-To
OMyOJMMKOBATh, HAMKCATD U 3aTPY3UTh;

4. Ecau ThI roBopuiib € JKOAbMH, KOTOPBIX HEC 3HACIIb, HE I/ICHOJ'IB3YI71 CBOC pPCAJIbHOC UM
" JPYI'yIO JJUYHYRO I/IH(i)OpMaI_II/II/II HMs, MCCTO KHUTCIILCTBA, MECTO y‘le6bl " 1Ipouce;

5. U3Gerait pasmemnienus gortorpaduit B IHTepHeTe, rae Tl n300paXkeH Ha MECTHOCTH, 110
KOTOPOU MOYHO OIPEAEINUTH TBOE MECTOIIOJIOKECHHUE;

6. HpI/I perucTpanu B COIIMAILHOM CeTHu HGOGXO,Z[I/IMO HCIIOJIB30BATh CJIOKHBIC TIApOJIH,
COCTOAIIUEC U3 6y'KB u I_II/I(I)p N C KOJINYECTBOM 3HAKOB HEC MCHEC 8;



7. nst conuanbHOM CEeTH, MOYTHI U JIPYTHX CAMTOB HEOOXOJMMO HCIOIB30BaTh Pa3HbBIC
naposn. Toraa ecnu Te0s B3710MAIOT, TO 3JIOYMBIIIJICHHUKH MOJYYaT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IEHbTH

DJNEeKTPOHHBIE JICHBI'M - 3TO OYEHb YIOOHBIA CHoco® IuIaTeXel, OJHAKO CYIIECTBYIOT
MOIICHHWKHU, KOTOPBIC XOTAT NOJIYYUTH O3TU ACHBLI'U.

SJIGKTpOHHI)Ie JCHbI' MOABUIINCH COBCEM HCAABHO W HMMCHHO H3-3a 3TOT'O BO MHOI'UX
rocyaapCrBax 40 CHUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHHM (YHKIIMOHUPYIOT U O HUX YK€ IIPOIMHUCAHO B 3aKOHE, IJI€ UX Pa3AEsIoT
Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHMMHBIE. Pa3HuIa B TOM, 4TO aHOHHMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercs MNpOBOAUTH omepanuu 0e3 UAeHTU(UKAIUKU TONb30BaTeNsd, a B
HEAaHOHMMHBIX UACHTHU(UKAIINS MOIb30BaTENS SBIISETCS 0053aTEIbHOM.

Taxxe crienyer pa3niuyaTrh SJIEKTPOHHBbIE (HUATHbIE IEHBIU (PaBHBI TOCYIApCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 O€30MaCHOM paboTe C INEKTPOHHBIMU JEHbIAMU:

1. IpuBspku K cueTy MOOWIBbHBIN Tene@oH. DTO caMblil yaoOHBIN M OBICTPBINA croco0
BOCCTaHOBUTH JOCTYH K cueTy. llpuBsizaHHbI TenedoH IMOMOXKET, eciu 3alylemb CBOM
IJIATEeKHBIN MapoJib WK 3aielIb HAa CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Wcnonb3yit ogHOpaszoBbie mapoiu. [locie nmepexosa Ha yCHIIGHHYIO aBTOpU3AIUIO TeOe
yKe He OYJIeT yrposkaTh OMACHOCTh KPAaXKU WM NIepexBaTta MaTeKHOTo HapoJis;

3. Beibepu crioxHbIN naposk. [Ipectymaukam Oyner He TPOCTO yraiaTh CIOKHBIN MMapoJib.
Hagnexxuble maposu - 3TO mapojiu, KOTOpble cofepkaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTpPOYHbIE U TPONHCHbIE OYKBBI, HU(PBHl U HECKOJBKO CHUMBOJIOB, TaKW€ Kak 3HAK J0JuIapa,
(dyHTa, BOCKIMIATEeIbHBIN 3HAK | T.1I1. Hammpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIC JJAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILIb.
JIEKTPOHHAA MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS M MPEIOCTaBIsiEMbIe €0 YCIYTH IO MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpPbIE pacHpeleisiioTCd B KOMIBIOTEPHOM CETH.
OOBIYHO ANEKTPOHHBIN IMOYTOBBIN SIIITUAK BBITJISIIUT CJIEYIOIIUM o0Opazom:
UMs_TIONIB30BaTENI(@UMs_TOMEeHa. Takke KpoMme TMepelayd MpPOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailsibl.

OcHOBHBIE COBETHI IO O€30MacHOM paboTe ¢ 3JEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh mpaBWIIBHBIA MOYTOBBINA cepBHC. B MHTepHETEe ecThb OrpOMHBIN BHIOOP
OecrulaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSTH TEM, KOTO 3HAEIlb U KTO MEPBBIN B
pEUTHUHrE;

2. He ykaspiBail B JM4YHOM mouTe NuuHyo MHpopmarmioo. Hampumep, mydmie BbHIOpaTh
"My3bIKaIbHbIN _(haHaT@" unu "pok2013" BMecTo "Temal3";

3. HCHOJ’ILByﬁ ABYXO3TAIIHYHO aBTOPHU3alHIO. 910 KOTrJJa IMOMHUMO IIapoJisd HYKHO BBOJUTH



KOJI, IpHUChLIaeMblil o SMS;

4. BwiOepu cHOXHBIA Tapoib. s KaXJOTO IMOYTOBOTO SIIHMKA JIOJDKEH OBITh CBOU
HAJIC)KHBIM, YCTOWUMBBINA K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOKHOCTH HAIMCAaTh CaMOMY CBOWM JIMYHBIM BOINPOC, HCIOJIB3YH OTY
BO3MOKHOCTb;

6. Hcronb3yil HECKOJIBKO IOYTOBBIX SINMKOB. IlepBhlii Ui YacTHOM HEpPENUCKU C
ajzipecaTaMM, KOTOPBIM Thl JIOBEpSAELIb. JTO 3JIEKTPOHHBIM aJpec HE HAJ0 HCIOJIb30BaTh IPU
peructpanuu Ha Gopymax u cairax;

7. He oTkpbiBaii (haiisiel v Ipyrue BIOKEHUS B MUChMAaX, J1a)K€ €CJIU OHU MPHIILINA OT TBOUX
npysei. Jlydine yrouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (Paiisbr;

8. Ilociie okoHUaHUs pabOTHI HA TMIOYTOBOM CEPBHCE TEPEN 3aKPHITHEM BKIIAJKHA C CAHTOM
He 3a0y/1b HakaTh Ha "BoeiiiTu".

KuOepOy/uIMHT WK BUPTyaJibHOE U3/1€BaTEIbCTBO

KubepOynnunr - mpecienoBanne COOOIIEHUSIMH, COIECPKAIIUMHI OCKOPOJICHHS, arpecCHIo,
3aIyTUBaHKE; XYJIUTAHCTBO; CONMATbHOE OOMKOTHPOBAHUE C MOMOIILIO PA3IUYHBIX HHTECPHET-
CEpBHUCOB.

OcCHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITUHTOM:

1. He Gpocaiicst B 6oii. JIyumuii crioco0: mocoBeTOBaTLCS KakK ce€0s BECTH U, €CIU HET TOTO,
K KOMYy MOXXHO OOpaTuThCs, TO BHayalle YCHOKOWUThCSA. Ecim Tl HayHemb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHUS, TO TOJBKO €I 0O0JIBIIE Pa30AIKeIb KOH(IIUKT;

2. YrpaBiisiii cBoei KuOeppenyTaiuei;

3. AHOHMMHOCTH B CETH MHHMas. CyH_IeCTBYI-OT CII0COOBI BBIICHUTB, KTO CTOHMT 34
AHOHUMHBIM aKKayHTOM;

4. He cTouT BECTH XYJIUTAaHCKUM 00pa3 BUPTyaIbHOW XW3HH. HTEpHET DUKCUPYET BCE
TBOU JCWCTBUA U COXPAHSET UX. Y AaTUTh UX OyAeT KpallHe 3aTpYAHUTEIHHO;

5. CoGumro1aii cBOIO BUPTYAJIbHYIO YECTh CMOJIOJLY;

6. Urnopupyii enuHuyHblid HeratuB. OHOPA30BbIe OCKOPOUTENBHBIE COOOIIECHUS JTyYllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4YaJIbHOM CTaIu;

7. ban arpeccopa. B nporpammax 00OMEHa MIHOBEHHBIMHU COO6H_ICHI/IHMI/I, B COIIMAJIbHBIX
CCTAX €CTh BO3MOXXHOCTD 6J'IOI(I/Ip0BKI/I OTIIpaBKH COO6H.[€HPII>1 C OIIPCACIICHHBIX aIpECOB,

8. Ecmu Tl cBugerens KkubOepOyuinHra. TBoM JAEHCTBHS: BBICTYNMTH THPOTHB
IpecieaoBarens, MoKa3arb €My, 4TO €ro JEHCTBUS OLIEHMBAIOTCS HETraTUBHO, MOAJEPKATh
KEpPTBY, KOTOPOH HYKHa IICUXOJIOTHYECKas IIOMOIIb, COOOIIUTH B3pOCIBIM O (hakTe
arpecCUBHOIO MOBEJEHUS B CETH.

MoOubHbIii TesaedoH

COBpeMeHHLIC CMapT(I)OHBI U IUIAHIICTBI COACPIKAT B ceOe BIOJIHE B3p0CJ'IBIf/'I (I)YHI(I_II/IOHaJ'I,



U Telepb OHU MOT'YT KOHKYpPHUpPOBAaTh CO CTAllMOHAPHBIMH KoMIbloTepamu. OJIHAKO, CPEICTB
3alIUTHI IS OJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHHE M MOUCK YA3BUMOCTEH B
HUX TPOMCXOJIUT HE TaKk MHTEeHCUBHO, Kak a1 IIK, To ke camoe kacaercss U MOOWMIIBHBIX
IIPUIIOKECHUM.

CoBpemeHHble MOOMIIbHBIE Opay3epbl yXKe NPAKTHUUECKU JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (yHKIHOHANa BJIE€YET 3a COOOH OOJBIIYIO CIIOKHOCTH W MEHBIIYIO
3aIIMIIEHHOCTD.

Jlanexo He Bce MPOU3BOJIUTENM BBIMTYCKAIOT OOHOBIICHMS], 3aKPBIBAIOIINE KPUTHUUECKHE
YSA3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 6€30MaCHOCTH MOOMIIBHOTO TelleoHa:

Huuero nHe siBnsiercs mo-HacrositieMy OecrimaTHBIM. Byas ocToposkeH, Beab Korga Tede
MpeaiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO IJIATHBIE YCIIYTH;

Hymaii, npexae ueM oTnpaButh SMS, doto miu Buzneo. Tol TOUHO 3HAEIIb, T/I€ OHU OYAyT
B KOHEYHOM uTore?

Heo6xommumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoOHa;
Wcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JIsl MOOMIIBHBIX TeNle()OHOB;

He 3arpyxaii mpuioxeHHs: OT HEHM3BECTHOTO MCTOYHMKA, BElb OHM MOTYT COJIEpKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00eCrIeUeHUE;

[Tocne TOoro kak THI BBIMACIIb C caiiTa, TAe BBOJAWJ JMYHYIO HH(POpPMAIHIO, 3aiaId B
HacTpoiku Opay3epa u yaanu cookies;

HepI/IOI[I/ILIeCKI/I HpOBepHﬁ, KaKH€ IUIaTHBIC YCIYI' aKTUBUPOBAaHBI HA TBOEM HOMEPE,

[[aBaﬁ CBOM1 HOMCp MOOMJIEHOTO TGJ'IC(l)OHa TOJIBKO JIIOJAM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPACIID,

Bluetooth nomkeH ObITh BBIKIIOUYEH, KOT/Ia Thl MM HE TOJIb3yemibes. He 3a0biBali mHOTIA
MPOBEPSATH ATO.

Online urpsi

COBpeMeHHHC OHHaﬁH'HrpBI - O9TO KpaCOYHBIC, 3aXBATbIBAKOIIUC Pa3BJICUCHUA,
O6’LCI[I/IH5IIOH_II/IG COTHHU TBICAY YCJIOBCK II0 BCEMY MHPY. HFpOKI/I HCCICAYIOT I[aHHBIﬁ UM MHD,
O6H_[aIOTC$[ Apyr € APYyroM, BBIIIOJHANOT 3aJdaHUs, CPAKAKOTCA C MOHCTpaMU U IIOJTYYArOT OIIBIT.
3a YAOBOJILCTBUEC OHHU IUIATAT: IMOKYIIAOT AUCK, OIIAYUBAIOT a0OHEMEHT WIIU an/I06peTa10T
KaKucC-TO OIIIHH.

Bce »atH cpeacrtBa HUAYT Ha HOOANCPKAHWUEC U PaA3BHUTHC HUIPbI, a4 TaKXKC HaA CaMy
0€30IMacHOCTb: COBCPIICHCTBYIOTCA CHCTCMBI ABTOpPHU3allMH, BBIITYCKAKOTCSA HOBBIC IIaTUU
(L[I/Iq)pOBI)Ie 3allJIaTKu JJIs1 nporpaMM), 3aKPBIBAOTCA YA3BUMOCTU CCPBECPOB.

B HO,Z[O6HLIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoJisi, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3aAIITUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IT0 OE30ITACHOCTH TBOETO HUI'POBOT'O aKKayHTa:



1. Eciiu npyroit urpok BeneT cedsl II0XO WM CO3/1aeT TeOe HEMPUSTHOCTH, 3a0JIOKUpYH
€ro B CITUCKE MI'POKOB;

2. Iloxamyiics aIMUHUCTPATOPaM UIPhl HA IIJIOXOE€ MOBEJIEHUE 3TOr0 UTPOKA, KEJIATEIbHO
IIPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii THuHYI0 HHPOPMALUIO B TIPOQaiiie Urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(puIUaIbHbBIE TATYU U MOJIBL;

6. Mcrionb3yit cloXHBIE M Pa3HbBIE TAPOJIH;

7. Jlaxxe BO BpeMsl WIpbl HE CTOMT OTKJIKOYAaTh aHTUBHpycC. Iloka Tel Wrpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WIN Kpaka JUYHbIX JaHHBbIX

OObIYHON Kpakel JeHer U JIOKyMEHTOB CEroJHS YK€ HUKOro He YIUBUIIb, HO C
pPa3BUTHEM HHTEPHET-TEXHOJOTHM 3JOYMBIIUICHHUKH IE€PEMECTUINCh B HWHTEPHET, U
MPOI0JDKAIOT 3aHUMATHCS "TTIOOUMBIM' JIeTIOM.

Tak mosBHIach HOBAas yrposa: MHTCPHCT-MOIICHHUYCCTBA WHJIA CbI/II_HI/IHF, TJIaBHas1 OCJIb
KOTOPOTO COCTOUT B IOJyYCHWH KOH(HICHIMATBHBIX JaHHBIX IOJIb30BATENCH - JIOTHHOB H
naposieir. Ha anrnmiickom si3pike phishing untaercs kak ¢umunr (ot fishing - peiOHas 0B,
password - mapoJis).

OcCHOBHBIE COBETHI 10 OOPHOE C PUITHMHTOM:

1. CJ'IGI[I/I 3da CBOMM aKKayHTOM. Ecmu T IIoJ03pEBacilb, YTO TBOA AaHKETA Obu1a B3JIOMaHa,
TO HeO6XOI[I/IMO 3&6HOKHpOBaTB cc u COO6H_[I/ITB AJIMUHUCTPATOpaM peCypca 00 3TOM KaK MOKHO
CKOpcEC;

2. Ucnonw3yit Ge3omacHbie BEO-CaThl, B TOM YHCJIe, HHTEPHET-Mara3uHOB U IOHMCKOBBIX
CHUCTEM;

3. Wcnonp3yii clioxHBIE U pa3Hble mapoiu. Takum oOpa3om, eciud TeOs B3JIOMAIOT, TO
3II0YMBIIIJICHHUKH MOJIYy4aT JOCTYI TOJIbKO K OJTHOMY TBOEMY MPOQIIIIO B CETH, @ HE KO BCEM;

4. Ecnu tebs B3JIOMaJIH, TO H606X0)II/IMO OpeaAynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
I[O6aBJ'ICHI>I y TeOS B APY3biX, O TOM, 4YTO TEOS B3JIOMAJIN H, BOBMOXHO, OT TBOCTO UMCHHU 6y,[[eT
PacChblIaThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBI€ CaﬁTBI;

5. YcranoBu HanexHsbIi naposib (PIN) Ha MoOGHIIBHBIHN TenedoH;
6. OTKIIIOYM COXpaHEHHe Maposis B Opaysepe;

7. He oTkpbiBaii (aiinel U Ipyrue BIOKEHUS B MHCbMAX, )K€ €CIIM OHU MPHUIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPaBIIsUIA T OHU TeOe 3Tu (paiiibl.

Hudposas penyranus

Hudposas pemyraiust - 3TO HEraTUBHAs WM MO3UTHBHAs HWH(pOpMAIMs B ceTH o Tebe.



Komnpomerupyromas uHbopMmanus, pasMelieHHas B HHTEPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOEH peanbHOU Xu3HU. "Lludposas pemyranus” - 3T0 TBOH UMHIK, KOTOPBINA
¢bopmupyercs u3 uHpopMaruu o Tede B MHTEPHETE.

TBoe MecTo KHUTeNbCTBA, yueObl, TBOE (PMHAHCOBOE IOJIOKEHHE, 0COOEHHOCTU XapaKTepa u
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICIIEHHO OTHOCATCA K MyOJMKalMK JUYHOM MH(pOpMaluu B
HNHTrepHere, He MOHMMAsE BO3MOKHBIX MOCIEACTBUN. ThI 1ake HE CMOXKEIIb A0rafarbCs O TOM,
9To (oTorpadusi, pa3MerieHHas 5 JIeT Ha3al, CTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pa3smenienue 1Boux ¢otorpaduii u 1pyrue AeMcTBUs MOTYT HE UCUE3HYTh
Jla’ke MOCJIe TOro, KaK Thl MX yJaIUIIb. Thl HE 3Haellb, KTO COXpPaHUI ATy HHPOPMaILIKIO, Moraja
JU OHa B TOUCKOBBIE CHUCTEMBbl M COXpaHWJIACh JIM OHA, a IJIABHOE: YTO IMOAYMAlT O Tebe
OKpY’KaIolllie JIIOJU, KOTOpble HalayT u yBUIAT 3To. HailTu nH(OpManuo MHOTO JIET CIYCTS
CMOJXET JI000HM - Kak M3 J0OphIX MOOYXKIEHWH, Tak U C HaMEpPEHHEM NPUYUHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON peryTaluu:

1. [omymaii, mpexxie 4yeM 4YTO-TO MyOJMKOBAaTh U TepedaBaTh y cebs B Ojore wiu B
COILIMAJILHOM CEeTH;

2. B Hacrtpoiikax npoduis ycTaHOBU OTpaHUYEHHs Ha IMPOCMOTP TBOEro Mpoduis u ero
COAEP)KMUMOTO, CIIeTal ero TOJbKO "yst apy3en';

3. He pasmemaii 1 He yka3biBaili MH(OpMAIIUIO, KOTOpask MOXKET KOro-Ju00 OCKOpOJISIThH
WU OOMIKATh.

ABTOpCKOE paBo

COBpeMeHHHe HIKOJIbBHUKH - aKTHBHBIC I10JIb30BaTCIN I_[I/I(prBOFO MMPpOCTPAHCTBA. OI[HaKO
JaJICKO HE BCC 3HAKOT, YTO IIOJb30BaHHC MHOI'MMH BO3MOXHOCTAMU HH(prBOFO MHpa Tpe6yeT
CO6J'IIOI[€HI/I5I IIpaB Ha UHTCIUICKTYaJIbHYIO COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyanbHast COOCTBEHHOCThH" OTHOCHUTCA K Pa3JuYHbIM TBOPCHUSIM
YeI0BEYECKOro yMa, HauWHas ¢ HOBBIX M300pPETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOAYKTHl M YCIyrd, W 3aKaHuyuBas KHUTamu, ¢ororpadusiMu, KUHODUIBMAMHU U
MY3BIKJIbHBIMU POU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa HA WHTEIUIEKTYaJbHYIO COOCTBEHHOCTh HA MPOU3BEACHUS
HayKH, JUTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KaU€CTBE rapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUN TpyA aBTOpa He OyJIeT HampacHbIM, JIaCT €My CIIpaBeIMBbIE
BO3MO’KHOCTH 3apab0TaTh Ha pe3ysibTaTaX CBOEro TPy/a, NOJYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro Ge3 paspemieHust aBTopa He MOKET BOCIIPOM3BOIUTH €r0 MPOU3BEAECHUE, PACTIPOCTPAHSTD,
nyOJIMYHO JIEMOHCTPUPOBATh, IpPOJaBaTh, MMIOPTUPOBATh, IyCKaTb B IPOKAaT, MyOJINYHO
UCTIOJHATD, OKA3bIBaTh/UCIIONHATH B d3Hpe UK pa3meniaTsh B IHTepHeTe.

Hcnomnp3oBanue "anaTcxoro" nporpaMmMHOro oOecIieuyeHHsI MOXKET MNPpUBECTU K MHOI'MM
pucCkam: OT INOTCpU NAHHBIX K TBOHM A4AKKAyHTaM IO 6J'IOKI/IpOBKI/I TBOCT'O yCTpOﬁCTBa, rac
YCTAHOBJICHA HCJICTAJIbHAs MMporpamMmma. He crout takxke 3a6LIBaTB, 4YTO CYHICCTBYIOT JICTAJIBHBIC
u OecILIaTHbIE nporpamMmal, KOTOPbIC MOKHO HaWTH B CETHU.

O noprane



CereBnuok.pp - TBOH TJaBHBIH COBETYMK B CETH. 37I€Chb THl MOJXKEIIb Y3HAaTh O
0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPH BO3HUKHOBEHUH KPHUTUYECKOMN
CUTyallul OOpaTUTHCS 32 COBETOM. A TaKKe MPUHATh Y4acTHE B KOHKYypCax M CTaTh CaMbIM
U(POBBIM TPAKIAHUHOM !
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