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0 mopsiaKe ofecneveHNA KOHPpHICHIHAILHOCTH
npu odpamenun ¢ HHGopmManuei,
coep:kameii NepcoHAJbHEbIE JaHHbIE

1. O6mue nooKeHUA

1.1. MHcTpyKmus o mopsake obGecredeHrs KOHGMICHIIMATHHOCTH NP OOpalIeHHH C
uHbOpManueil, CoxepXKalelf IepCOHANBHBIE JNaHHBIE (Haiee — WHCTpyKIWs), SBIACTCH
0053aTebHOM U BCeX CTPYKTYPHBIX nofpasaeneauit MOY JIunes Ne7 (nanee — Jlnnes).

1.2. Mox mepcoHANLHBIMA AaHHBIME IOHHMaeTes mobas HHGOpMaIus, OTHOCAIIAACT K
OIIpe/IeNIeHHOMY HJIM OTPENeNsieMOMY Ha OCHOBAHHH Takod mHGOpMalyy (QH3MIECKOMY JIHIY
(cyOBeKTy NMEepCOHANBHBIX NAHHBIX), B T. 4. €0 GaMunus, UM, OTIECTBO, TOA, MECAL, AaTa U
MECTO POXIEHHA, aJpec, CeMEHHOe, COUATPHOE U HMYIIECTBCHHOE MOJIOKEHHUT, oOpa3oBaHHe,
npodeccrs, JOXOABI ¥ Jp.

1.3. O6ecneuenrie KOHQUACHIUATBHOCTH IIEPCOHATBHBIX JaHHBIX He TpeOyeTcs B CTydae
063 MUMBAaHMs TIEPCOHATBHBIX JAaHHBIX, @ Takke B OTHONICHAH OOINENOCTYIHBIX
[ICPCOHATHHBIX JJAHHBIX.

B 061eA0CTyIHBIE HCTOYHUKH IIEPCOHATBHBIX JAaHHBIX (B T. Y. CIIPAaBOYHUKH, aJPECHBIC
KHHTH) B Hensax UHOOpMamuoHHOro ofecreyeHus C IHCBMEHHOrO COracHs cyOBeKTa
NIEpPCOHANBHBIX JAHHBIX MOIYT BKINIOYAThCA €ro ¢daMumus, HMs, OTYECTBO, IO H MECTO
POXKICHHUS, afipec ¥ APYTHE CBEICHUSI.

1.4. KoH(UICHINATLHOCTs NEPCOHANBHBIX [JAHHBIX IIpelyCMaTpHBaeT 00s3aTelbHOS
IONy4eHHE COTNIachs CyOBheKTa NepCOHANbHEIX JAHHbIX (HAINIHE HHOTO 3aKOHHOTO OCHOBaHH)
Ha X 06paboTKy.

Cornacue He TpeOyercs Ha 00paboTKy JaHHBIX:

- HEOOXOMMMBIX VIS NOCTABKH IMOYTOBBIX OTIPABICHHN OpraHM3alldAME MOYTOBOMH
CBS3H;

- BKJIIOUAIOIUX B ce6s TONIBKO GaMUIIAIO, HMS H OTUECTBO CyOBEKTa;

- JaHHBIX, paboTa ¢ KOTOPHIMA MPOBOMUTCS B LENSX MCTIONHEHHs OOpalieHHs (3ampoca)
cyOBeKTa MEepCOHANBHEIX JAaHHBIX, TPYHOBOIO HJIM HHOTO JOroBOpa ¢ HAM, OIHOKPATHOTO
HpOITyCKa B 3JaHHE WIH B HHBIX aHATOTHYHBIX [EJLIX;

- 06paGoTKa KOTOPBIX OCYIIECTBIIAETCA G€3 CPECTB aBTOMAaTH3aIlHH.



1.5. Tlopsimok BeneHHs IiepedHEd IEPCOHANBHBIX JAHHBIX B  CTPYKTYPHBIX
mojipasfeaeHuaX Jluimes yTBEPKEACTCS IJOKAIbHBIM aKToM. OCymecTBIATH 06paboTKy M
XpaHeHHe KOHGUAEHNINATEHBIX JaHHBIX, HE BHECCHHBIX B IIEPEYCHB, 3alPEIacTCs.

1.6. Bce paGOTHHKH, IOCTOSHHO paboTaiolue B IIOMEIIEHMSX, B KOTOPBIX BEIACTCA
06paboTka MepCOHATBHBIX [aHHBIX, MODKHBI HMMETh JIONycK (paspelleHHe) K pabore ¢
COOTBETCTBYIOIIAMH BUAMH IIEPCOHATIBHBIX TAHHEBIX.

1.7. PaboTHMKaM, OCYIIECTBIAIOMUM 00pabOTKy NMEPCOHANBHBIX AAHHBIX, 3aIPEINAcTCS
co00IaTh UX YCTHO MM IHCHMEHHO KOMY OBI TO HH OBLIO, €CIIH 3TO HE BBI3BAHO CIY)KeOHOH
HeoOXOIUMOCTBIO, 4 TAaKK€ OCTAaBIIATh MaTepHaJbHBIE HOCHUTENIH C IEPCOHATBHBIMH JaHHBIMH
Oe3 MpUCMOTpa B He3aleproM INoMelleHuH. Ilocie MOATOTOBKM W mepeayd NOKyMEHTa B
COOTBETICTBHHM C pe3oironuei (ainbl YEpHOBHMKOB M BapHAHTOB ' TOKYMEHTAa JOJDKHEI
IEPEHOCHTHCS  MOATOTOBMBIIMM KX  paGOTHMKOM Ha  MapKUpOBaHHBIE  HOCHTEIH,
npeHa3HAYEHHBIE U XpaHEHHs NIEPCOHANBHBIX JAaHHBIX. be3 cormacoBaHus ¢ pyKOBOAUTEIEM
CTPYKTYpHOTO Tlofpasfenenus $opMUpOBaHHE H XpaHeHHe (a3 JaHHBIX (KapTOTeK, (paiioBBIX
ApXMBOB H Jp.), COAEPKAMINX KOHQUICHIMANILHEIE JaHHEIE, 3alPEINacTCs.

1.8. Ileperavua mepcoHaNbHBIX JAHHBIX JOHYCKAE€TCH TOJIBKO B CIyYasX, yCTAHOBJICHHBIX
®enepansHpME 3akoHaMu "O mepcoHaTBHBIX JaHHEX" H oT 02.05.2006 Ne 59-@3 "O mopsnxe
paccMoTpeHus obpaennii rpaxaan Poccuiickoit @enepanuu”, ASHCTBYIOIMMA HHCTPYKIHIMH
o paboTe co CIyXeOHBIME JOKyMEHTaMH U 00palmeHUAMH IpaXkiaH, a TAkXKe M0 MHCEMEHHOMY
HOPYYEHHIO (PE30JIFOIHN) BRINIECTOAIIMX AOJDKHOCTHBIX JIAILL.

1.9. 3anpermaercs mepeada MepCOHATBHEIX JAHHBIX 10 TenedoHy, dakcy, 3MeKTPOHHOH
[OYTe 32 MCKIIOYEHHEM CIIy4aeB, YCTAHOBIECHHBIX 3aKOHOAATENLCTBOM P® M JeHCTBYIOIMUMU
HHCTPYKIISAMH 110 paboTe €O CiTyXeOHBIMU TOKYMEHTaMH U o6pameHusMy rpakaan. OTBeTh! Ha
3alpoCHl TPAKAAH U OpraHH3aluif JaloTcs B TOM 00beMe, KOTOPEI MO3BOJIET HE pasriamaTh
KOH(QUICHIMANBHbIE IaHHBIE, 3a MCKIIOYEHHEM JaHHLIX, COACpXAlUXCs B MaTepHanax
3asBUTEJIS UK OMYOIMKOBAHHBIX B OOMIEOCTYIHEIX HCTOYHHUKAX.

1.10. OTBEeTCTBEHHOCTH 3a 3alUTY OOpabaThIBAEMBIX IE€PCOHAIBHBIX JaHHBIX
BO3JaraeTcsl Ha paGOTHHKOB ToApasjenenuii Jlumes, OCyIEeCTBIIOMUX TaKyrw o0paboTKy 1o
IOTOBOPY € OIIEPATOPOM, a TaKXe Ha HHbIE JHIA, OCYHIECTRIAomuUe 06paboTKy HIIH XpaHEHHE
KOH(MHIEHIMATBHBIX NaHHBIX B JIunee. JIvna, BUHOBHBIE B HApyIICHAH HOPM, PETyIHMpPYIOUIHX
06paGoTKy M  XpaHeHHE KOHQHICHUMANBHBIX [AHHBIX, HECYT JMCUMIUIMHAPHYIO,
aJIMHHACTPATHBHYIO U YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBHH C 3aKOHOAATEIbCTBOM U
BEJOMCTBEHHBIMH HOPMAaTHBHBIMH aKTaMHU.

2. llopagok obecniedenys 6e30MACHOCTH NPH 00paboTKe H XPAHEHHH IIEPCOHATBLHBIX
JAHHBIX, 0CYyIIECTB/IAEMBIX 6€3 HCIO0JIb30BAHMS CPENCTB ABTOMATH3AIMH

2.1. O6paboTka NMEPCOHANBHBIX JaHHBIX, OCYIIECTBIseMas 03 UCIONb30BaHUS CPEICTB
ABTOMATH3AINH, JIOJDKHA OBITH OPraHM30BaHa TakUM oOpa3oM, YTOOBl B OTHOLIEHMH KaXIOH
KaTErOpHH MEPCOHAIBHBIX JaHHBIX MOXHO OBUIO ONMpEeJeNHTh MECTa XpaHCHHS MaTCpUabHbIX
HOCHTeJIell IepCOHATBHBIX AAaHHBIX H YCTAHOBUTH IIEPEUeHb JIHII, OCYIIECTBIMIOMMX 06paboTKy.

2.2. Ilpn XpaHeHMH MaTepHATbHBIX HOCHTeNelH HeoOxomumo COOMIOHaTh YCIOBHS,
o0ecrieunBaroIIye COXPaHHOCTh MEPCOHAIBHBIX JAHHBIX H HCKITIOYAOIIIE
HECAHKI{MOHMPOBAHHBIA J0CTyN K HuM. Jluma, ocymecTsismomue 0GpaboTKy MEpCOHaNIBHBIX
IaHHBIX Ge3 HMCIIONB30BAaHUA CPEJICTB ABTOMATH3ALMH, JOJDKHBI OBITH MPOHHGOPMHPOBAHEI O
dakTe 06pabOTKH MMH MEPCOHANBHBIX [AHHBIX, KATETOPHAX 00pabaThBaeéMBIX MEPCOHATBHBIX
JaHHBIX, a TaKoKe 00 0COGEHHOCTAX M IPABIJIaX BHITOIHEHHS TakoH 06paGoTKH.

2.3. HeobxomuMo oOecrmeynBaTh pa3AelbHOE XPAHCHHE MEPCOHAIBHBIX ITaHHBIX
(MarepHanbHBIX HOCHTelNeH), 00paboTKa KOTOPHIX OCYIIECTBIIETCS B PasjIMYHBIX LEIAX. IIpn
duKcamuy TEepCOHANBHBIX JAHHBIX Ha MATEPHUAIBHBIX HOCHUTEISIX HE JOIYCKAcTCd HAa OTHOM
MaTepHAIbHOM HOCHUTENlE pasMeIlaTh IePCOHANBHBIC JaHHBIE, LeMH OOpaGoTKH KOTOPBIX
3aBEJIOMO He COBMECTHMEL [ 00paboTKi NepCOHANBHBIX JAHHBIX KaXI0# KaTeropuu JOIKCH
HCIIOJIE30BAThCS OTEIBbHBII MaTepHaIbHBIH HOCHTEIb.



24. Tlpm  HecOBMECTHMOCTH Weneli  0OpaGOTKM  IEpCOHANBHBIX  JAHHBIX,
3a(MKCHPOBAaHHEIX Ha OJHOM MATEPHAILHOM HOCHTENE, U HEBO3MOKHOCTH 00paboTKl OAHHX
NCPCOHAIBHBIX JAHHBIX OTACTIBHO OT APYTHX, 3aQHKCHPOBAHHBIX HA TOM XK€ HOCHTENE, JOKHEI
ObIT TPUHATEL MEPHI 1O OOECIICYeHHIO paslenbHOH 06paboTKH MEPCOHAIBHEIX JIaHHBIX,
HCKITIOYAIOINEe OMHOBPEMECHHOE KOIMMPOBAHHE HHBIX NIEPCOHAIBHBLIX JAHHBIX, HE HOMIEKAIINX
PacIpoCTPaHEHHUIO U HCIIOIB30BAHUIO.

2.5. YHUYTOXEHHE HIH 00e3IHYMBAHUE BCEX MM YACTH MEPCOHANBHBIX JAHHBIX (€CIH
9TO JOMYCKAcTCs MAaTepHAIBHBIM HOCHTCIEM) IIPOM3BOMHTCA CHOCOOOM, HCKIIOYAOIMMM
JalbHEHITyIo 00palOTKY OSTHX NEpCOHANBHBIX HAHHBIX C COXPAaHEHHEM BO3MOXKHOCTH
00pa0OTKH WHBIX JaHHBIX, 3aQHKCHPOBAHHBIX HA MATEPHAILHOM HOCHTENE (ynanenwue,
BHIMAPBIBAHHE). YTOYHEHHE MEPCOHANBHBIX NAHHBIX MPOM3BOIUTCA IIYTEM OGHOBIEHHS MM
H3MCHCHUS JaHHBIX HAa MaTCPHAIBHOM HOCHTENE, & €CIIM 3TO HE JOIMYCKAETCS TEXHHYECKAMHI
OCOOEHHOCTSMH MAaTepHANBHOIO HOCUTENS, — MyTeM (GUKCADHM HAa TOM Ke MaTepUalbHOM
HOCHTENIC CBEJCHHH O BHOCHMBIX B HUX H3MCHEHHSX, JIMOO IyTEM M3TOTOBIEHHS HOBOTO
MaTEpHATBFHOI'0 HOCHUTEJISA C YTOYHEHHBIMU IIEPCOHANLHBIMA AaHHBIMH.

3. Ilopsinox oGecnedenus GesonacHocTH IpH 06padoTe H XPaHEHHH HEPCOHANbHBIX
AAHHBIX, OCYIMIECTBJIEMBIX ¢ HCII0Ib30BAHHEM CPEACTB ABTOMATH3AIHH

3.1. besomacHOCTb MEPCOHANBHBIX NAHHBIX NPU HX 06paGOTKe B HH(POPMALHOHHBIX
CHCTEMaX, XPaHCHHH U IEpECBUIKE OOCCHEeYHBaeTCI ¢ IOMOINBIO CHCTEMBI 3alUTHI
HEepCOHANbHBIX JAaHHBIX, BKIIFOYAIOMIEH CIelMaIbHbIe CPEeCTBa 3aIllUTH HHPOPMALUH, a TaKKe
HCIOJIB3yeMbIe B HH(POPMAIMOHHOM cHcTEME HH(POPMAIIMOHHEBIE TEXHOIOTHH.

3.2. Jlonyck mam k 06paGoTKe MEPCOHANBHBIX JAHHBIX B HH(MOPMALMOHHBIX CHCTEMAX
OCYIIECTBILIETC HA OCHOBAHHH COOTBETCTBYIOLIMX paSpeIIII/ITeJIBHLIX JIOKYMEHTOB M KJIIOYei
(maponeit) nocTyna.

3.3. Pabora ¢ HHOPMAIMOHHBIME CHCTEMAMH JIOJKHA OBITh OPraHH30BAHA TAKAM
00pa3oM, 4TOOBI OGECHEYHTh COXPAHHOCTH HOCHTENEH INEepCOHANBHBIX NAHHKIX H CpeAcTB
3aLMTEl HHPOPMALKH, a TAKKE MCKIIOYHTH BO3MOXKHOCTE HEKOHTPONHPYEMOTO IIPeGHIBAHAS B
NOMCUICHUAX, TI€ OHH HAXOAATCS, HOCTOPOHHUX JIHII,

3.4. KoMnbloTepsl M (WIH) 3NEKTPOHHBIC NAIKH, B KOTOPHIX COZEpYXAaTcs (ailibl ¢
OCPCOHANIBHBIMH ~ TAHHBIMH, JUIA  KaXIOro IIOJB30BATENd JO/DKHBI OBITh  3aIUINEHEI
HHIUBUAYaBHBIMH MApOJIIMH JOCTYIIa, COCTOSAIMMH M3 IIECTH M 6oJiee CHMBOJIOB.

3.5. PaGora Ha KOMMNBIOTEpPaX ¢ MEPCOHAILHBIMA JAaHHEIMH Ge3 Iapoureif JOCTyIa HMIIH
NOA IYXKMMH WX OOLMMH (OJWHAKOBEIMH) NapOJSIMH, @ TAKKe TEPECHUIKA MEPCOHANBHBIX
AaHHBIX G€3 MCIIOJIB30BaHHS CIENMANBHEIX CPEICTB 3allATHI [0 OOIIEAOCTYIIHEIM CETAM CBS3H, B
T. 4. ceTu IHTepHeT, 3ampemaercs.

3.6. Ilpy 00paboTKe mNEPCOHANBHBIX JAHHBIX B HHA)OPMAIHOHHBEIX CHCTEMAX
ITOJIL30BATENIAMH JTOJDKHO OBITH 00€ecIeYeHo:

- HCIOIB30BAaHHE IPeNHA3HAYEHHBIX JUI1 3TOrO pa3fenoB (KaTaloroB) HOCHTeNeit
HHOOpMAlKK, BCTPOEHHBIX B TEXHHYECKHE CPENCTBA, WIH CHEMHBIX MApPKHPOBAHHBIX
HOCHUTEIICH;

- HejomymeHue  (HU3HYECKOTO  BO3NEHMCTBHS HAa  TEXHHYECKHE  CpPEICTBa
aBTOMaTH3HPOBAHHON 00pabOTKH NEPCOHANBHBIX NAHHEIX, B PE3yJbTATe KOTOpOFO MOJXET OBITH
HapyIIeHO UX QYHKLHOHHPOBAHHE;

- TIOCTOSHHO€ MHCIIONB30BAHME AHTHBHPYCHOTO OOECIEYCHHS Ui OOHApyXEHH
3apaXXeHHBIX (ailloB W HE3aMeUIMTENIbHOC BOCCTAHOBJICHHE II€PCOHANBHBIX JAHHBIX,
MOIMGUIMPOBAHHBIX MM YHHYTOXKEHHBIX BCIEACTBHE HECAHKIMOHUPOBAHHOTO HOCTYIIA K HUAM;

- HEIONyIIEeHHE HECAaHKIMOHHPOBAHHOIO BHIHOCA M3 IIOMEINEHHH, YCTAHOBKH H
IOAKIIOYCHNS 000PYIOBaHNS, a TAK)Ke yIaeH S, HHCTAUIALAN WIH HACTPOHKH HPOrpaMMHOTO
obecredyeHus.

3.7. Ilpu o06paGoTke MEPCOHANBHEIX JAHHBIX B HH(POPMAIHOHHBIX CHCTEMAx
pa3paGoTINKH U aIMUHHUCTPATOPhI CUCTEM JOJKHBI 06ECIIEUHBATD:



- 00ydYeHHe JHL, HCHOJB3YIOUIMX CPENCTBA 3AlMTHl MH(YOPMALMH, HPAMEHSEMEIE B
MH(OPMAaHOHHBIX CHCTEMAX, PaBHjIaM paGoTHI ¢ HUMH,

- YUET IHII, JONYIICHHBIX K paboTe ¢ MEpPCOHANBHBIMH JAHHEIMH B HH(OPMAIMOHHBIX
CHCTEMax, IpaB M mapoJeil J0CTyma;

- YYeT MNpPHMEHAEMBIX CpPEeJCTB 3allMThl HHQOpPMAaLMM, OSKCIUIYaTalMOHHOH ®|
TEXHAYECKOH JOKYMEHTAHH K HHM;

- KOHTPOINIb 32 COONIONCHHEM YCIIOBHH KCIIONB30BAHMUS CPEACTB 3alMTH HH(MOPMALHH,
IpeyCMOTPEHHBIX IKCILTYaTAllHOHHOM H TEXHHIECKON JOKYMEHTAIIHEI;

- ONIHCaHHe CHCTEMBI 3allIUTHI IEPCOHAIBHBIX JaHHEBIX.

3.8. Comemuduyeckue TpeGoBaHHA K 3al(UTE NEPCOHAIBHBIX JAHHBIX B OTAEIbHBIX
ABTOMATH3HPOBAaHHBIX CHCTEMAX YCTAaHABIMBAIOTCS WHCTPYKIMAMH 110 MX HCIONB30BAHHIO H
SKCILTyaTalyH,

3.9. PaGoruukn nozpasaenesuit OY u juua, BEMOTHSMIONME PaGOTHL O IOTOBOpaM
KOHTpaKTaM, HMCIOILINE OTHOIICHHE K 00paboTke NepCOHANBHBIX IAHHBIX, IOJDKHBI OBITH
03HaKOMJIEHBI ¢ IHCTpyKIHell o paciucKy.

/
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