Mpunoxenne Ne2. UnpopmansonHan namMaTka 1is 0DyvaKmuXes 15l pa3MemeH s Ha
opuuuanbabIx Mareprer-pecypeax

C KaxBIM TOZIOM MOJIOJIEXKH B HHTEPHETE CTAHOBHTHCS BOMBINE, 4 IIKOTBHAKH OJTHH U3
CaMblX aKTHBHBIX nomb3oparencid Pydera. Mexny Tem, NMOMHMO OTpOMHOrO KOMHYeCTBa
BO3MOXHOCTEH, HHTCPHET HeceT U mpoGieMbl. ITa maMATKa J0MKHA NOMOYE Tebe Ge30macHo
HAXOJMTHCH B CETH.

Komnviomepusie eupycer

KoMnbioTeprBii  BHpYC ~ 370  pasHOBHAHOCTE KOMIIBIOTEPHBIX  [IPOTpamMM,
OTIIMYHTENBHOH OCODEHHOCTBIO KOTOPOH ABASETCS CHOCOOHOCTE K pasMHOXeHHIO. B
AONOTHCHAC K 5TOMY, BHPYCHI MOIYT TOBPEIMTb HIH TOJIHOCTBIO YHHYTOXKHTE Bee (Bailnsl u
AQHHBIE, MOIKOHTPONBHBIC IOJIB30BATE/NI0, OT HMCHH KOTOPOro Onuta 3amylieHa 3apakEHHast
TIpOrpaMMma, a TaKke MOBPEAHMTL WIH JaKe YHHYTOXHTh ONEPAHOHHYIO CHCTEMY CO BCEMH
aiinamu B nenom. B GonpiuuncTse ciyyaes PACTIPOCTPAHAIOTCS BUPYCHI YEPE3 HHTEPHET,

MeTob1 3auHTEI OT BPEIOHOCHBIX TPOTPAMM:

1. Henonssyii coBpeMenHEle onepaluoHHbIE CHCTEMEI, HMCIOLIME CEPhE3HLIH YPOBECHD
3ALUMTE] OT BPEIOHOCHBIX HPOrpamM;

2. Tlocrosuro ycranasnusaii naurn (mEQpoBbIe 3amiaTku, KOTOpBIE ABTOMATHYECKH
YCTAHABIIHBAIOTCA C LEJLIO JI0PalTKH TPOTpaMMbI) H JIpYrHe OOHOBJICHHS CBOEH
onepauuoHHOMH cuctembl, CkaunBaii HX TOIBKO ¢ OQHUMANBEHOTO caiiTa pa3zpaborunka
OC. Ecnu cymecTByeT pexnM aBTOMATHYECKOTO OOHOB/ICHUA, BKITIOYH ero;

3. PaGoraii Ha cBOeM KOMINbIOTEPE MOJI NPABAMHA 10L30BATENS, 4 He aIMHHHCTPATopa.
10 He MO3BOMMT GOMBIIMHCTBY BPEAOHOCHBIX IMPOrPAMM HMHCTAIUIMPOBAaTLCS Ha
TBOEM [1ePCOHATBHOM KOMITBIOTEpE;

4. Hcnonw3yii aHTHBHPYCHEIE TPOrpaMMHbIe MPOYKTbI H3BECTHBIX IMPOH3BOIUTENENH, ¢
aBTOMATH4eCKUM oOHOBIeHHEeM Ga3;

5. Orpannyb Qu3HYeCKHI JOCTYN K KOMIBIOTEDY U1 MOCTOPOHHMX JIHIL;

6. Mcnonb3syii BHelHuE HOCHTE/M HEQOPMALHY, TAKHE KaK baemka, muek wim daiin u3
HHTEPHETA, TOJBKO M3 Npo(epPeHHBIX HCTOYHHKOB;

7. He orkpeiBaii KOMUBIOTEpHBIE (aiisl, MOJYYEHHBIC M3 HEHAIEKHBIX HCTOYHHKOB.
Haxe Te (aiink, KOTOpEE TIpHCAANT TBONH 3HAKOMETN. Jlyuite yTo4HM y Hero,
OTNPABIISAN JIX OH Tebe HX.

Cemu WI-FI

Wi-Fi - 3710 He B/ niepeiaun JaHHbIX, HE TEXHOJOIMS, a BCEro JIHIIL Openu, mapka. Eme
B 1991 rony Humepnaniackas KOMnaHus 3aperucrpuposaia opean « WECA», uto ofoznagano
crosocoueranne « Wireless Fidelity», kotoperii nepesoautces kax «OecnpoBO/IHAs TOYHOCTHY,

Jlo mawero Bpemenw jouuia apyras abOpeBHaTypa, KOTOpas SsBIAETCS TAKOH IKe
TeXHONOrHeH. 1o abbpesnarypa « Wi-Fin. Takoe HazBauue GbIIO J1aHO ¢ HAMEKOM Ha cTanuapt
BeICIIH 3BYKOBO#H Texuuky Hi-Fi, uto B mepeBoe 03HauaeT «BHICOKAK TOYHOCTEY.

Ma, Gecnnarusii uHTEpHeT-T0CTYN B Kade, oTeNsIX H a’poropTax ABJAAETCA OTIHYHOMN
BOSMOXHOCTLIO BBIXO/A B uHTEpHET. Ho MHOrHe xcnepTh! cumratot, yto obmenocrymnusie Wi-
Fi cetn He sBastoTca Ge3onacHsMu,

Coseret o Gesonacuoctn pabote B o6menocTynHEX cerax Wi-fi:



He nepenasaii cpoio mmunyio undopmanmio yepes obmenocrynusie Wi-Fi cern.
PaBoras B HuX, KenaTe/bHO He BBOJMTE MApPONH J0CTYyna, NOTMHBLI H KaKHe-TO
HOMepa;

Hcnonesyii  0GHOBSAN aHTHBHPYCHBIE NPOrPaMMBI | Opannmayep. Tem caMbIM Thl
obesonacuurs cels OT 3aKauKH BHPYCa Ha TBOE YCTPOIMCTBO;

Ilpn menomssosanmn Wi-Fi otkmown dyukmmio «O6mmii noctyn K daiinam u
npuHTepam». JlanHas (yHKIMS 3aKpEITA M0 YMOTMAHHIO, OJHAKO HEKOTOpEIE
T07TR30BATE/H AKTHBHPYIOT €€ /st y100cTBa Henonk3oBanus B paboTe Wi yyee;

He ucnonesy#t nyGmuansii WI-FI ang nepenaus nHuHBIX JaHHBIX, HanpuMep Juis
BBIX0/(a B COIMANBHBIE CETH WIIH B MIEKTPOHHYIO I10YTY;

Hnome3yii tonbko sammmennoe coequnenue yepes HTTPS, a ne HTTP, T.e. npu
Habope Beb-anpeca BBoaH HMEHHO «https:/»;

B mobwmnom Ttenedone orkmoun dymxmmio  «[loakmouenue k  Wi-Fi
aBromatHyeck». He nomyckaii asromariyeckoro moakmogenus YCTPOHCTBA K CceTaM
Wi-Fi 6e3 tBoero cornacus.

Coyuanvuwie cemu

CouManbHbie CeTH aKTUBHO BXOJAT B Haury XW3Hb, MHOTHE JIOIH paboTalOT M JKHBYT
TaM MOCTOAHHO, a B Facebook yxe 3apeructpuposan MHJUTHapP/L 4€/I0BEK, YTO ABAACTCS ONHOMH
CenbMOH BCeX JKHTeneH IuaHeTsl. MHOIMe monb30BaTeNM He NMOHHUMAIOT, 4T0 HHpOpMaIHs,
PAa3MCLICHHAA HMH B COUHATHHEIX CETAX, MOXKeT ObITh HalileHa i HCTIONB30BAHA KEM YIOJHO, B
TOM HHCJIE He 00s3aTeFHO ¢ BIarHMH HAMEPEHHAMH.

OcHOBHBIE COBETHI 110 63011aCHOCTH B COMMANIBHBIX COTAX:

2.

Orpannus crmcok apyseil. ¥ 1eba B ApY3bsX HE AOJKHO OBITH CIIY4aMHBIX H
HE3HAKOMBIX JTHOJIEH;

3aupmmai cBOIO HacTHYIO kusub., He ykasbisaii napoi, renedoHsl, aapeca, AaTy
TBOCTO PONKICHHSA H APYTYIO JIHYHYKO HH(OPMAUMIO. 3NOYMBILUICHHHKM MOTYT
HCIOTB30BATE A@Ke HHQOPMALMIO O TOM, Kak Thl M TBOH POJMTENH IUIAHHpYeTe
TIPOBECTH KAHUKYIIbI;

3ammmail CBOIO PENyTALMIO - IEP/KH ee B YHCTOTE | 3anaBaif cebe BOIPOC: XoTes OBl
ThI, 4T0OBI JPYTHE NONBIOBATENM BHCIH, YTO Th 3arpy’KaeuIs? Iomymait, npexne
YEM 9TO-TO ONyOIMKOBATh, HAITHCATE | 3arPy3HTh;

Eciu Tel rOBOpHIIE C MOXBMH, KOTOPHIX HE 3HaCIlb, HE UCTIONB3YH CBOE peanbHoe
HMA M JPYIYIO JIHYHYIO HHQOPMAUMH: HMS, MECTO JKMTEJbCTBA, MECTO Yy4ebnl W
npouee;

WsGeraii pasmemenns dotorpaduit 8 Unteprere, rje ToI H300pakeH Ha MECTHOCTH.
110 KOTOPOH MOXKHO ONPEAETHTE TBOE MECTONOMOMKEHHE:

IIpu perucTpaisy B CONMANLHON CETH HEOOXOAHMO HCIIOTB30BATH CI0KHEIE naposm,
cocTosmue H3 OYKB H HH(p H ¢ KOTHYECTBOM 3HAKOB HE MeHee §;

Jnst conMansHO# ceTH, MOYTHI M APYrHX CANTOB HEOBXOTMMO HCIOIB30BATS pazHble
napoms. Torja ecnmu Te6s BIOMAIOT, TO 310YMBIIICHHHKH MOJIYYaT JOCTYI TOJIBKO
K OTHOMY MECTY, a He BO BCE Cpa3y.

Inexmponnsvie Oenveu

ONeKTPOHHBIE JICHBIH — 3TO O4YeHb YNOGHEI CrOCos NUIATEXEH, OAHAKO CYINECTBYIOT
MOILICHHHKH, KOTOPBIE XOTAT HOIYYHTEH 3TH JEHBIH.

SJTCKTPOHHBIC JACHbI'M MOABHIMUCH COBCEM HEJIABHO M MMEHHO H3-3a 3TOro BO MHOI'HX
rOCYyIapCTBax 10 CUX IOp He IIPONHCAHO PO HHX B 3aKOHAax.



B Poccun xe ounm (yHKumoHMpYIoT M 0 HuX YK€ [pOMHCAHO B 3aKOHE, rae HX
PasiCiAIOT HA HECKONBKO BHIOB — AQHOHHMHbLIE M HE aHOHWMHBIC. PazHHMIa B ToM, 4TO
AHOHHMHBIC - 3TO T¢, B KOTOPBIX pa3pellaetcs NPOBOAMTE OIEpalnH 0e3 UNEeHTH(DHKALHN
NOB30BATENIA, @ B HCAHOHHMHBIX HICHTH(OHKAIMM MOTB30BATENS ABIACTCH 00S3aTebHOI.

Taxxe cnexyer pasmauars asekTponHbIe (uatHBle NEHBTH (PaBHBI NOCYAAPCTBEHHLIM
BATIOTaM) H 3MEKTPOHHEIE HeHaTHBIE ACHLIH (He PaBHEI roCy/IapCTBEHHBIM BATIOTaM).

OcHrornpie coBeTsl 110 Ge3onackoit paGote ¢ JICKTPOHHBIMH JICHBTAMH

1. Ipussxu k cuety MoGuabHbIH Tenedor. Dro cambiii yA0OHBIH U ObICTPHIN crnoco6
BOCCTAHOBHTH JOCTYN K cuery. [IpuBasaHHbii TenedoH NMOMOXKeET, eciu 3adynewms
CBOH MJIATEXKHEIH NapO/b WM 3aliIeb Ha CalT ¢ HE3HAKOMOTO YCTPOHCTBA;

2. Wcnons3yii oxmopasosble maponn. [locne Nepexoaa Ha YCHIEHHYIO aBTOPH3ALMIO
Tebe yike He GyeT yrpokKarh OnacHOCTh KPakH Wi NEPEeXBaTa IIaTeXHOro napoJs;

3. Boibepn cnokusii napons. [Tpectymmukam Oyner He mpocTo yramarth CHOKHBIN
naponk. Hazexubie naposin — 910 naponu, KoTopble COnepKaT He MeHee 8 3HaKoB u
BKJIIOHAIOT B ceOsl CTPOYHBIE M NPONUCHBIC GyKBHI, HQPE! B HECKOJILKO CHMBOIIOB,
TaKHE KaK 3HaK Jlo/napa, (yHTa, BOCK/IMUATE LB 3HAK H T.11. Hanpumep, $tR0ng!;;

4. He BBOAM CBOM THYHBIC NaHHBIC HA caiiTax, KOTOPBIM HE JI0BEpSEIIb.

Inexmponnas nouma

NeKTPOHHAA NI0YTA — ITO TEXHONOIUA H NPEIOCTABIACMBIE €10 YCIIYTH MO MEPEChUIKE U
NOJYYCHHIO JMEKTPOHHBIX COOOIICHMI, KOTOpHIE paclpeensiores B KOMIILIOTEPHOM ceTH.
OGBIMHO  3MCKTPOHHEIN  MOYTOBLIE  SIMK BBINJIAIMT  chaeayiomuM  obpasom:
HMs_nonb3oBatens(@uma_nomena. Takke KkpoMe [epelayd MpOCTOr0 TEKCTa, HMeeTcs
BO3MOXKHOCTH NiepeaBath (aifanl.

OcHoBHEIE COBeTEI M0 He30nacHol paborte ¢ aNeKTPOHHOMN NOYTO#H:

I. Hano Beibpats npasumbHB noYTOBKIH cepBHC. B unTepHETE €CTH OrpOMHEIH BbIOOp
OecrTaTHBIX MOYTOBBIX CEPBHCOB, O/JHAKO JyHIme NOBEPATH TEM, KOTO 3HACLIb W KTO
NEepBBIH B peHTHHTe;

2. He ykasmiBaii B mTHYHOl mouTe manyio HHGopmanmio. Hanpumep, mygime BEIOpaTh
“My3BIKaTbHbIH_(anat(@» umm «pox2013» BMecTo «remal 3»;

3. Hcnoms3yii AByXsTanHyo aBTOPU3ALHIO. ITO KOI/IA TOMAMO [1apOJIsi HYKHO BBO/IMTH
KOJl, IpUChLIaeMerif mo SMS;

4. Buibepu croxubiii napons. Jlim Kakioro moyToBoro AHKa A0KeH OBITH CBOH
HAQ/ICIKHEIH, YCTOWYHBLIA K B3ITOMY 1apoib;

5. Ecam ecrs BO3MOXKHOCTH Hamuearh CaMOMy CBOH NHYHBLIH BOTIPOC, HCTIONB3Yif Ty
BO3MOJKHOCTb;

6. Hcnome3yii HeCKOABKO MOYTOBBIX HIIHKOB. [lepBriit 1ns vacTHO# mepenmckn ¢
QIpecaTamMu, KOTOPhIM Tkl J0BepAemb. DTO 3MEKTPOHHEI afpec He HAMO
HCIOB30BaTh MPH PCIUCTPAIMK Ha PopyMax | caiitax;

7. He orkpersail daiinsl H ApyrHe BAOKESHHS B MHCBMax JAKE €CIM OHH MPULUIH OT
TBOWX Jipy3eii. JIyuuie yTounn y HEX, OTopaBisiu 14 onH Tebe 3TH (aitner;

8. Tlocne okonuanus paboThi HA MOYTOBOM CEPBHCE nepell 3aKphITHEM BKIAJKH C
caiirom He 3a0yab HaxaTh Ha «BolitTHy.



Kubepbynaune unu eupmyansroe uzdeeamensemso

KubepOynmuur — npecnefioBaine COOOUICHHSMA, COAEPKAMMH  OCKOPOICHHS,
arpeccHio, 3amyruBaHHe; XyJHIaHCTBO; CouHanbHOe OONKOTHpOBaHME C MOMONIBIO PA3IMYHBIX
HHTEPHET-CEPBHCOB.

OcroBHBIe coBeTh 110 Bophe ¢ KnbepOyIIHHTOM:

1. He 6pocaiica B Hoii. Jlyyiuuii cnocob: MocoBeTOBATHCH KAk ceOf BECTH H, €C/IH HET
TOTO, K KOMY MOXHO OOparHThCs, TO BHaYaie YCHNOKOMTHCA. ECHM TH HavyHelb
OTBE4aTh OCKOPOJCHHAMU Ha OCKOpONeHHs, TO TONBKO euie GOJBUIC Pa3ONIKEIh
KOHIMKT;

2. VYnpasnsii cBoeit kubeppenyTranueii;

AHOHMMHOCTh B ceTH MHuMas. CymecTBYIOT cnocofbl BBIACHHTB, KTO CTOMT 3a

AHOHHMHbLIM aKKayHTOM;

4. He cTOHT BecTH Xy/IuraHckuil 00pa3 BUpPTYanbHO# xusun. UnTteprer Gukcupyer see

TBOM JeACTBHS H COXpaHseT ux. Y gamute ux OyeT KpaiiHe 3aTpyIHHATETHHO;

Cobmostail cBoi BUPTYANBHYIO 9€CTh CMOJIOY:

6. Wrhopupyit emmuuunbli HeratHs. OAHOpa3soBhle OCKOPOMTENBHBIE COOOIIEHHS
Jyyine HrHopuposath. OOBIMHO arpeccus NpeKkpamaeTcs Ha Ha4aibHOMN CTaTNH;

7. ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIME COOOIEHHSIMH, B COLUATEHBIX
CETAX €CThb BO3IMOKHOCTE OJIOKHPOBKH OTHPaBKH COODLICHHH C ONpeieNieHHbIX
alIpecoR;

8. Ecim Tthl ceugetens kuOepOymmmura. Teom JeliCTBHA: BBICTYMHTH NPOTHB
npecieioBaTels, IOKa3aTh €My, YTO €ro JeHCTBHS ONEHHMBAIOTCS HEraTHBHO,
nojyiepxkath KEPTBY, KOTOpPOH HYKHA ICHXOJOrMYecKas [OMOIb, COOOMIHTE
B3POC/BIM O (haKTe arpecCHBHOIO MOBEAEHHUS B CETH.
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Moburonviti menegpon

CoBpemennsie cMapTQoHbl M muaHmeTHl cogepkar B cebe BNONHE BIPOCITHI
GyHKuHOHAN, M Temeper OHH MOTYT KOHKYPHPOBATH CO CTAlMOHAPHBIMH KOMITBIOTEepaMH.
Onnako, cpeacTs 3alMTh /1S 10J0OHEIX YCTPOHCTB NOKA OYeHb Mano. TeCTHPOBAHHE H TIOMCK

YA3BHMOCTECH B HMX IPOHCXOJMT HE TaK HHTEHCHBHO, Kak /s [1K, To e camoe kacaercs u
MOOHJIBHBIX TTPHIOKEHHH.

CoBpemennbie MOGHIbHEIE Gpay3ephl Yke NPAKTHUYECKH JOTHAIH HACTONBHBIC AHAIOIM,
OZHaKO pacluMpeHHe (YHKIHOHAJAa BieveT 3a Co0OH GONBLIYIO CHOKHOCT H MEHBIIYIO
JALUIIEHHOCTb.

Jlaneko He BCe MPOW3BOIMTENH BBHITYCKAIOT OOHOBJICHHS, 3aKPHIBAIONINE KPHTHYECKHE
YA3IBUMOCTH /U1 CBOMX YCTPOHCTB.

OcHoBHBIE COBETHI U151 Ge30MaCHOCTH MOBHABHOTO TeNedoHa:

1. Huwero e swnsercs no-sacrosiiemy GecnaTHbM. Byub octopokeH, Beas Korja
Tebe mpeaaraloT OecrIATHENI KOHTEHT, B HEM MOTYT ObIThb CKPBITBI KaKHE-TO
IUIATHBIE YCIYTH,

2. Jlymait, npexze sem otnpasuts SMS, ¢oto mim ugeo. Tsl TOYHO 3HAEINIS, I'/e OHH
OyayT B KOHEYHOM uTore?

3. Heobxoaumo 00HOBIATEL ONEPALHOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Hcnonb3yii aHTHBHPYCHBIE MPOIPAMME! U1 MOOHIBHBIX TeledOHOR;



5. He sarpyaif IpHIOKEHH OT HEH3BECTHOTO HCTOUHHAKA, BE/lb OHH MOTYT cozlepXKarh
BPEIOHOCHOE NPOrPaMMHOE obecrneyeHne;

6. Tlocie TOro Kak Thi BRIAACIID € caiira, rjie BBOAHN AHYHYIO pHdopMaNuIo, 3aiaH B

nacTpoiiku Opay3epa H yAallH cookies;

[TepuoTHYECKH npoBepsil KaKue IIaTHbIEe yCITyTH AKTHBHPOBAHBI HA TBOEM HOMEDE;

Jlapaii cBOH HOMEP MOBHABHOTO TenedoHa TONBKO JIHOMAM. KOTOPBIX Thl 3HACHIL H

KOMY JIOBEpAeIlb;

9. Bluetooth momken ObITh BHIKITHOYCH, KOrJa Thl MM HE IONb3YeLlbCH. He 3abpiBait
MHOT/1a IPOBEPATH 3TO.
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Online uzput

CoBpeMeHHbIE  OHJIAHH-HIPbI  — 370 Kpaco4Hble, 3aXBATHIBAIOMINC pa3BlieHeHNs,
oGbeIHHAIONIAE COTHH THICAY YENO0BEK MO peeMy Mupy. Mrpoks uCCeRyior JIAHHBIH MM MHD,
oBWAKOTCS APYT C APYTOM, BHINOIHAIOT 3anaHns, CPAKAIOTCS ¢ MOHCTpaMH 1 IONYYaKOT OIBIT.
3a y/M0BOALCTBHE OHHM ILIATAT: MIOKYTIAOT JIHCK, ONaqHBaloT aBOHEMEHT WM TMpHOOpeTaloT
KaKHe-TO OTILHH.

Bce 5TM cpeicTBa HAYT HA MOICPKAHHE W pasBWTHe WIpBl, @ TaKKe Ha camy
6e30MaCHOCTh: COBEPUICHCTBYIOTCA ~ CHCTEMBI ABTOPHIAIMHN, BBITYCKAIOTCA HOBBHIC naTyu
(uadpoBbIe 3aMTATKA 1A nporpamMm), 3aKpLIBAKTCA yA3BHMOCTH CEpBEpOB.

B noaoOHBIX Hrpax CTOWT Oracarbesa HE CTOJIBKO CBOHX COTICPHHUKOB, CKOJIBKO KpaH
TROErO naposis, Ha KOTOpOM OCHOBaHa CHCTEMa ABTOpH3AITHH 60bIHUHCTBA HIP.

OCHOBHBIE COBETHI 110 5€30MaCHOCTH TBOCTO UIpOBOTO AKKAyHTA:

1. Ecnm apyroi Hrpok Beli€T cebs mI0X0 HIIK CO34aET tebe HenpHATHOCTH, 1abnoxupyH
ero B CIIHCKE HIPOKOB;

TMokanyiics AIMHHACTPATOPAM HIPEL Ha TUIOXOE TOBEICHHE OJTOTO HIpPOKa,
JKeaTeabHO MPHIOKHTE KAKHE-TO JI0Ka3aTe/bcTBa B BHAC CKPHHOB,

He yxa3piBaii THIHYIO uHpOpMaLHIO B npodaiine Urpsl,

Vpaxaii APYruX y4acTHHKOB IO HIpe;

He ycranasnuBail HeOQUUAAIBHbIC NATYH H MOJBI;

Vicmonp3ylk CIOKHBIE H pasHbIe IapOITH;

Jlaske BO BpeMs HIpbl HE CTOWT oTK/ouaTh anTHBHpyc. [oka Thl HIPacHib, TBOH
KOMIBIOTED MOTYT 3apasHTh.
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b Sl i akom

DNz wi Kpasea IudHuIx OaHHbIX

O6MHON Kpaxel JeHer W JOKYMEHTOB CerofiHs YK€ HHKOro He YIWBHIB, HO €
pasBHTHEM HHTEPHET-TEXHONOTHH  3/I0YMBILUICHHHKH NepeMeCTHINCL B MHTEpHET, H
TIPOAO/IKAIOT 3AHHMATHCA «TOOHMBIMY [IETOM.

Tak nosBMAACh HOBas yrposa. MHTEPHET-MOMEHHHYECTBA HIIH (AT, r7aBHas Uk
KOTOPOTO COCTOMT B MOMYyHCHHH KOH(H/ICHIHATBHEIX JAAHHBIX nojp3oBarTesneil — JOTHHOB H
naponeii. Ha aurimicKoM A35IKe phishing unTaeTCs KaK dummanr (ot fishing — peIOHas JIOBIIA,
password — napoib).

OcHoBHBIE COBETHI 1O Gopbde ¢ (pHIIAHTOM!

1. Cinemn 3a CBOMM AaKKayHTOM. Ecnu THl MOAO3peBacuib, YI0 TBOA AHKETA obina
BTOMaHa, TO HEoOXOMMMO 3a0NOKHpOBaTh €€ ¥ COOOUMTL AIMHHHCTPATOpaM
pecypca 06 5TOM Kak MOMKHO cKopee;



2. Hcrmone3yit OGesomacHbie Bef-caiiThl, B TOM HHCIE, HHTEPHET-MAra3uHOB W
MOUCKOBBIX CHCTEM,

3. Hcnonesy#t crnoxubie W pasHble napoiu. Takum oBpazoM, ecin Teds Ba1OMAIOT, TO
3M0YMBIUUICHHUKH [IOJTYHaT JA0CTYN TOJBKO K OJHOMY TBOEMY NMpoQHIIIO B CETH, a He
KO BCEM;

4. Ecma T1ebs Banomamu, TO HeoOXOMMMO NpPEAYTIPEAMTh BCEX CBOMX 3HAKOMBIX,

KOTOphIe 00aBjIeHbl y Te0s B ApY3hAX, O TOM, 4TO Tebs B3TOMATH H, BO3MOKHO, OT

TBOEI0 UMEHH Oy/IeT pacchiIaThCst CaM M CCHUIKH Ha (QHIIMHIOBbIC CaliThi:

YcradosH Hanexuslit napons (PIN) Ha MoSHIBHBIH Tenedon;

Orxmoun coxpaHerne napos B Gpaysepe;

He oTkpeiBail Qaiiel u apyrue BIOXEHHS B [UCHMAX A@Ke €CIH OHH NPUILIH OT

TBOUX Apy3eii. Jlyduie yToYHM Y HUX, OTIPABIAIH JTH OHH TeGe 911 daiinsl.
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Lughposas penymayus

[udposas penyrauus - 970 HeraTHBHAA WIH NO3MTHBHAS MHDOpPMAIHA B CeTH 0 Tebe.
Komnpomerspyiomas uuopmanns pasMelieHHas B HHTEPHETE MOKET CEpLe3HBIM 06pasoM
OTPA3UTLCSA HA TBOCH peanbHoi xu3Hu. «Lludpopas penyraums» - 370 TBOH MMHUK, KOTOpHI
dopmupyercs u3 HEGopMaHK 0 Tebe B MHTEPHETE.

TBoe mecTo xuTENBCTBA, yueOn!, TBOE PHHAHCOBOE 1010KeHNE, 0CODEHHOCTH XapaKTepa
H pacckassl 0 OJIM3KHX — BCE 3TO HAKAIJIMBACTCH B CETH.

MHorie nOAPOCTKH JErKOMBICIICHHO OTHOCATCS K MyONMMKALMH JHuHOM HEbOpMANHH B
Wnreprete, He MOHHMAas BO3MOXKHBIX TOCTEACTBHIH. Thi fake He CMOKENIh JOralaThes O TOM,
uto pororpadus, pasmemennas 5 jieT Hazal, CTana NPHYHHON 0TKa3a NpUHsTH Teba Ha paboTy.

KommenTapun, pasmemiense TBouX (otorpaduii M jApyrue melcTBHS MOIyr He
HCUC3HYTh JNaXKE IOCAEe TOro, KakK Thbl MX yaanuuib, [hl HE 3Haemb, KTO COXpPAHHI ITY
HH(DOPMAIHIO, TTOTIANA JIH OHA B MOHCKOBBIE CHCTEMBI H COXPAHHIACH NH OHA, @ [MIABHOE: 9TO
noAyMaloT 0 Tebe OKpYIKaromiee JI0/M, KOTOphle HAiIyT H yBuAsT 510, Haiith mrdopmaumio
MHOTO JICT CIIYCTs CMOXET J0OOH — KaK u3 goOpeix moOykIeHHH, TaK M C HaMepeHHeM
[NPUYUHUTE BPE/l. ITO MOXKeT ObITh KTO YIOAHO.

OcHOBHBIE COBETHI 110 3aukTe HH(POBOH penyTamuu:

1. Tlomymaii, npexie yem 4to-T0 NYyOGIHKOBaTh M mepenasats y cebs B Giore wim B
COLMA/ILHOMN CeTH;

2. B nacTpoiikax npouis yCTAHOBH OrpaHHYeHHs HA POCMOTP TBOETO NPO(HIIS | ero
COACPHKHUMOTrO, CACJA ero TOALKO WA APY3eH»;

3. He pasmemaii u He yka3biBaif HHQOPMALMIO, KOTOPast MOKET KOro-1u60 0CKOpOIATH
HIIH 0OMIKATH.

Asmopcroe npago

CoBpeMeHHBIC [IKONBHHKH— aKTHBHBIE MO/Nb30BaTeNd HU(POBOrO NPOCTPaHCTBA,
OzHaxo Janeko He Bee 3HAIOT, YIO IO/IB30BAHAE MHOIHMH BO3MOKHOCTAMH IH(pPOBOrO Mupa
TpebyeT cob.mo/IeHus TpaB Ha HHTE/UICKTYANbHYIO COOCTREHHOCT.

TepMun «HATeNIEKTYaNIbHAS COOCTBEHHOCTHY OTHOCHTCA K PasTHYHBIM TBOPEHHSM
YENOBEYCCKOrO yMa, HauHHasA ¢ HOBBIX M300peTeHHii M 3HaKOB, 0003HAYAIOMIX COOCTBEHHOCTE

Ha MOpPOAYKTH M YCHYr#H , W 3aKaH4YMBas Kuuramu, dotorpagusMu, KuHoduibMamMu M
MY3BIK&/TbHBIMH TIPOH3BEACHUAMH.



ABTOpCKHE 1paBa — 3TO MPaBa Ha HHTEJUIEKTYAIbHYIO COOCTBEHHOCTb HA IPOU3BEACHHS
HAYKH, IHTEPaTyphbl H HCKYCCTBA. ABTOPCKHE IIPaBa BHICTYNAIOT B KAYECTBE rapaHTHH TOIO, YTO
HHTEUIEKTYaIBHBIH/TBOPYECKHHA TPYA aBTopa He OyAeT HanmpacHBIM, JACT €My CHPABEIHBBLIC
BO3MOXHOCTH 3apaboTaTh Ha pesyabTarax CBOEro Tpy/a, NOJMYYHTh H3BECTHOCTH H NPH3HAHKE.
HuxTo €3 paspemeHns aBTopa He MOXKET BOCIIPOH3BOAMTE €r0 MPOH3BEICHHE, PACIPOCTPaHATS,
nyONnHYHO JIEMOHCTPHPOBATh, [POJABaTh, MMIOPTHPOBATHL, I[YCKAarTh B Mpokar, nyGaudHo
HCTIOJTHATH, TOKa3kIBaTh/HCMONHATE B 3(upe WK pasmemars B MHTepHeTe.

Menonb30BaHne «HPATCKOTO» MPOrPaMMHOT0 0becrieeHHs MOXKET NPHBECTH K MHOTHM
PHCKaM: OT [OTEPH JAHHBIX K TBOMM aKKayHTam 10 ONOKMPOBKM TBOEro YCTpoicTBa, riae
YCTaHOBJICHHBIH He JjieranbHas nporpamma. He crouT Takike 3abpiBaTh, YTO CYIIECTBYET
NeraipHble B OeCIIaTHIE MPOrPaMMBL, KOTOPBIE MOXKHO HAHTH B CeTH.

O nopmane

Cerepnviok.p) — TBOH TINaBHBIH COBETYHK B CETH. 37eCh Thl MOMXEUb Y3HaTh O
0e30nacHOCTH B CETH IOHATHBIM M JOCTYNHLIM A3bIKOM, a IPH BO3HUKHOBEHHM KPHTHYECKOI
CHTYallHH OOpaTHTBCA 3a COBETOM. A TakKe NPHHATH YYacTHe B KOHKYpcaX M CTaTh CaMBIM
H(pPOBEIM rpakaaHnHOM!



